Implementation of EAP authentication into IKEv2 protocol
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Abstract - IKEv2 is a protocol for exchanging keysin the
IPsec architecture. In it's specification, EAP wagproposed as
one of the authentication mechanisms. EAP is extabke
authentication protocol based on client/server arcitecture
and allows introduction of additional EAP methods.
Implementation of this protocol is complex and in ar project
it was decided to include one of the existing impheentations
of EAP into IKEv2 protocol. WPA_supplicant
implementation is chosen for peer and this articlemainly
describes how it was included. IKEv2 responder, othe other
side, will rely on RADIUS server for EAP. Therefore it
should provide protocol traverse between IKEv2 and
RADIUS, both encapsulating EAP packets.

I. INTRODUCTION

Development of EAP methods for IKEv2 projgél from

(sometimes encapsulated in some network layer packets).
Authenticator communicates with authentication server
which in our implementation is RADIUS [1] server.
Authenticator and RADIUS server exchange RADIUS
packets containing EAP packets [2, 3].

Since we only need EAP methods, only EAP components
from  WPA supplicant will be reused in the
implementation in IKEv2 project.

[I. EXSTENSIBLE AUTHENTICATION PROTOCOL

Extensible authentication protocol (EAR} supports
many EAP methods but all of them have similar behavio
Basically, EAP packets can be divided into two types:
Requests from EAP authenticator and Responses from
EAP supplicant. Generally, first message in EAP

scratch is long process, as with any other networRuthentication is sent by authenticator and requikB E
protocol. To simplify and speedup development we skoo authentication from the supplicariRefjuest message). In
to reuse some existing EAP implementation. Afteithe second message supplicant sends it's response in which
considering all available options WPA_supplicant [glsw he introduces himself by sending his |DRegponse
found as the best solution: it has the most complée E message). After that authenticator may, according to
imp|ementa’[ion' it is well documented and very camm method Used, send additional requeStS on which Sup'pllcan
among various Linux distributions. WPA_supplicant is ashould reply. Exchanging of EAP messages continues until

component that is running on the clients' stationantm

supplicant is not authenticated or is rejected. éndase of

purpose is to authenticate clients to the server wiio wsuccessful authentication authenticator sends Success
grant them access to the network. This component usg¥ssage, otherwise, in case of unsuccessful authentjcation
EAP as an authentication method. Whole environment iFailure message is sent. Messages flow is shown on the

which WPA_supplicant runs is shown on the Figure 1. Figure 2.
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Figure 1: Environment of the WPA_supplicant
EAP packets format, specified if], consists of four
fields: Code, Identifier, Length and Data. Code aorg
Process of the authentication consists of three partthe Type of the EAP packet and can be: Request (1),
supplicant, authenticator and the server. Client angesponse (2), Success (3) or Failure (4). Identifiehé
authenticator are connected trough the same networlumber used for matching Responses with Requests.
(wired/wireless). WPA_supplicant is running on thewli  Length is the length of the whole EAP packet. Fikta
Supplicant and authenticator exchange EAP packels specifically defined for each packet type.



Different EAP methods in Data field transport metho successfully authenticated IKE_AUTH messages exchange
specific data. Some of the EAP methods often used arean be finished and IKE SA is created. In the casenwhe
EAP-MD5, EAP-OTP (One time password), EAP-TLSthe authentication fails, responder terminates furtK&
(Transport Level Security), LEAP (Lightweight EAP), SA and CHILD SA establishment. Some EAP methods
EAP-SIM (Subscriber Identity Module), EAP-PEAP create shared key during authentication, called Maste
(Protected Extensible Authentication Protocol), EAP-Session Key (MSK). When using these methods for
MSCHAPv2 (Microsoft Challenge Handshake authentication, MSK must be used for creating AUTH
Authentication Protocol version 2), EAP-PSK (Prer8Ha payload in the IKE_AUTH messages. IKE_AUTH
Key), EAP-PAX (Password Authenticated Exchange) etc. exchange with EAP as authentication method is shown on
EAP implementation in WPA_supplicant consists ofFigure 3 fromé].

several modules. The main module is EAP state machine,

described irf2]. Other modules include implementations of

various EAP methods and necessary crypto function®. EA

state machine changes its state depending on received Initiator Responder
messages during the process of the authenticationhén t
initiator's side authentication starts with initiatigi EAP HDR, SAil, KEi, Ni —————>
state machine. That state machine communicates \aii st
machines of each EAP method supported by the < HDR, SAr1, KEr, Nr,
implementation. At the end of the authenticationPEstate [CERTREQ]
machine enter into state Success or Failure, deperxding
the last message received from the authenticator. HDR, SK {IDi,

[CERTREQ,] [IDr] —M8M8M >

SAi2, TSi, TSr}
I1l. IKEv2 PROTOCOL

Internet Key Exchange protocol versiorn&? is used for < [EEE)S’T?KAS%’
exchanging shared keys between two sides that need to EAP}
communicate (initiator and responder). When two art
want to communicate they have to establgeurity HDR,SK{EAP} ____ ~
association - SA, with which they will define the
protection of their communications. At the beginning
there were problems with exchanging shared keys because < HDR, SK
the keys had to be exchanged upon insecure network, {EAP(success)}

vulnerable to different attacks. With IKEv2 protodalys

are exchanged automatically. Daemon, which runs IKEv  HDR, SK {AUTH} N

protocol, randomly generates symmetric keys using sharea

secret and some source of randomness. Also, daemon does

rekeying after some period of time and reestablishé&s 1K < Hggfgf%g'

SA between initiator and responder. T

IKE messages are being exchanged in pairs and can be

divided in two phases: IKE_SA_INIT and IKE_AUTH

[7]. First phase consists of one pair of messages, with

which initiator and responder define cryptographigesu

Eigﬂ:gge nonce numbers and perform. D|ff|e-HeImarL1KEV2 protocol defines its own state machine. Actually
ange (shared sgcret exchange with asymmetrﬁere are state machines for the initiator and teparder.

algorithm). Messages in second phase are used for t our implementation of EAP into IKEv2 protocoleth

authentication of the previous exchanged messages. IIHO

h ted initiat d der ingdd st important state machines are the first levelestat
ese crypted messages initiator and responder INEAOUC. ., ines _ state machines that describe behavior Bf IK
each other by sending IDs and certificates (if reglire

With these messages first IKE SA is created and traﬁiSA' All states of these machines can be divided inteet

. . roups: states that are specific for the initiator, dine
between initiator and responder is protected. 8 P P

In some cases second phase require more than one airs ecific for the responder and the states common ta bot
P d PSP tes specific for the initiator are:

messages, as for example, when EAP is used for IKE SMI INIT
authentication. EAP messages exchanges are additional IKE SMI INVALIDKE
IKE_AUTH exchanges and must be done before IKE SA -

is created. By protocol, initiator (EAP peer) regsilEAP * IKE_SMI_COOKIE

authentication by leaving out AUTH payload from IKE_SMI_AUTH

IKE_AUTH message it sent to responder, &sniessage ° 'KE___SMUNSTALLCSA

in IKEv2 message exchange. Responder (EAP server) thef@tes specific for the responder are:

sends EAP payload but leaves out parameters needed to * IKE_SMR_INIT

create IKE SA. Following messages contain only EAP * IKE_SMR_AUTH

payload. When authentication is finished and initidgo ~ States common for both, initiator and responder, are

Figure 3: IKE_AUTH exchange when EAP is included



« |IKE_SM_MATURE purpose is to set and get values of control variablesnw

« IKE_SM_REAUTH EAP state machine changes it's states, i.e. it is progessin

« IKE SM DYING requests and generating responses. These functions need to
Second level state machines are used for rekeyingSIKE communicate with supplicant code - allow transfeE&P
creating new CHILD SAs, rekeying existing CHILD SAs messages between IKEv2 daemon and the EAP state
and won't be considered here because they are nd@chines. We consider EAP state machines as a black box
important for the implementation of EAP into IKEv2 and to control them we use callback functions. Cakba
protocol. In the next chapter it is described whatnges ~functions are listed in table 1.
have been made on the IKE state machine on thatoniti

TABLE 1.
IV. IKEv2 DAEMON AND WPA_SUPPLICANT CALLBACK FUNCTIONS USED BY EAP STATE
MODIFICATION MACHINES
While implementing EAP into IKEv2 protocol some Function Description

changes have been made into IKEv2 initiator state
machine. One new state is introduced: IKE_SMI_EAP,

Called by EAP state machines to

Also, IKEv2 daemon now includes EAP state maching 9et_config (...) retrieve configuration structure.
whose purpose is to generate EAP responses to the

responder. In the following paragraphs, transitiofs 0| get bool(...) Get value of boolean variable.
modified IKEv2 daemon state machine, starting from th

initial state are described. set_bool (...) Set value of boolean variable.
When initiator has to establish new CHILD SA (e.g.

receives kernel request) it creates new state machingget int(...) Get value of integer variable.
initially in state IKE_SMI_INIT (as always). In thatate

daemon creates and sends IKE_SA_INIT request tOset int(...) Set value of integer variable.

responder and changes its state into IKE_SMI_AUTH
where it waits for IKE_SA_INIT response.

After receiving IKE_SA_INIT response, IKEv2 daemon
on initiator, processes response, creates IKE_AUTI
request and sends it. In sent IKE_AUTH request there is
no AUTH payload, since IKEv2 daemon on initiatomisa

Called by EAP state machines to

get_eapReqData (... retrieve received request.

. ; . . Except those changes that were made on the initigitbes
to authenticate with EAP. Immediately after sendmg(EAP state machine changes and additional callback

IKE_AUTH request initiator commences into functions for supplicant), changes were made on the
IKE_SMI_EAP. This is a new state, introduced to allow e PP ’ 9
responder’s side.

for EAP authentication in IKEv2 daemon. In this state
initiator remain until response is received.

First response from responder should contain initiaPEA
packet - EAP identity request, if responder agreeEAR
authentication. On that response, IKEv2 daemoruiizés
EAP state machines which process EAP request and

generate EAP response packet. Initiator forwards EAPur IKEv2 responder doesn’t implement EAP methods
packet to responder and waits for next request. Aftdbcally, instead we use RADIUS server as EAP
receiving next response from responder, it is process#d aauthentication server. Responder has to extract E&Rep

the EAP payload is passed to EAP state machine [5ftom IKEv2 messages, forward them to RADIUS, using
Response of EAP state machine is then sent to respondRADIUS packets, get responses from RADIUS, extract
This exchange is repeated until responder sends eithEAP packet from received packet and forward them to
EAP SUCCESS or FAILURE message. initiator in next IKEv2 message. Responder should la¢so

In case SUCCESS message is received, IKEv2 initiataaware of EAP packet transmitted, it should detect
state machine sends final IKE_AUTH request, anduccessful and unsuccessful authentication.

transitions into IKE_SMI_INSTALLCSA state where it IKEv2 daemon source is composed of several modules
waits for final IKE_AUTH response from responder. with well defined structure. As successor to IKEvl
If initiator receives FAILURE message, then it traiesis  daemon project it inherited most characteristic fatm
into IKE_SM_DEAD state where session structure fot thaNew modules, such as EAP had to be designed to dit int
peer is removed from memory. rest of code. Interaction with RADIUS server, howeve
Except on the IKEv2 initiator state machine, codanges can not be easily achieved with old modules. Newutegd
were necessary also on the WPA_supplicant. Fromalled RADIUS subsystem is designed, which purpose is
WPA_supplicant only EAP state machine, cryptoto serve as a stub for sending and receiving RADIUS
functions and EAP methods were taken into IKEvZpackets to and from RADIUS server. A few other
daemon. WPA_supplicant has to be compiled as a yibrafunctionalities are also included in module, likeckest
whose parts are then used in IKEv2. Besides origina coccomposition, parsing and information extraction. RASI
form it, some new “glue” functions were written. The module relies on network module for UDP connectivity

V. IKEv2 DAEMON AND RADIUS RELATED
MODIFICATION



Sockets are dynamically created and reused, depending contributing with a sophisticated authentication hoeit to
actual module demands. Module has its own threaprotocol that strive to achieve better network séguri
waiting on packets from RADIUS server(s). Its jobads t

perform only minimal processing, and then push reckive

packet as part of a new message in main message queue. ACKNOWLEDGMENT
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Message subsystem has to match received packet Wi‘FPﬂs work has been carried out within projects 036-
exist!ng sessipn. Packets that can't be mat.ched Wi.th SO0M3861994-1995 Universal Middleware Platform for
session are silently dlscar.ded. After matching packit w Intelligent e-Learning Systems funded by the Minisify
session a new message is created and pushed for furtk@lience and Technology of the Republic Croatia, and

processing by thread pool. At this point, state machinfKgy2 Step2 project funded by Siemens Networks.
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direction, from IKEv2 daemon to RADIUS server, packe
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