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1 IntrodutionToday's Web appliations' omplexity ranges from a verysimple, few lines of a ode, to a omplex appliationssupporting enterprises. Furthermore, the availability of ageneral purpose Web appliations, e.g. Web mail lients,forums, CMS, makes it even more attrative for use be-ause of non-existing development ost and a low deploy-ment ost. Still, all these bene�ts ome with the greatseurity risks [17, 18℄. This is partiularly true for theWeb appliations that are used in business ritial taskswhere ompromise might reveal sensitive data and leadto �nanial loss, and the most importantly, severely im-pat business reputation and trustworthiness. The fur-ther ompliation with respet to the seurity is the prin-iple don't �x if it isn't broken rule! Beause of that rule,ompanies are very relutant to regularly update theirappliations without being fored to do so and this openspotential for unpathed vulnerabilities.All this makes the seurity of the Web appliationsa hallenging task. Manual searh for vulnerabilities inthe appliations, while the most thorough, has two draw-baks. The �rst one is that's labor intensive. The seondone is that it requires highly skilled expert whih an notbe found so easily. So, it would be the best that the pro-ess of disovering vulnerabilities is based on some kindof automated proedures. Automated san of networkand network appliation for known vulnerabilities is nota new idea. There are a number of available tools for thatpurpose, e.g. Nessus [4℄, or Satan [6℄. The main purposeof these tools is to do automated network seurity as-sessment in order to improve seurity. There are tools ofdi�erent omplexity for assessing Web appliation seu-rity that an do ertain part of the seurity assessmenttasks, more or less automated, but this area is not evenlose to the mentioned tools like Nessus or Satan.To be able to verify the existene of vulnerabilities inan appliation it is important to have a list, or database,of all the known vulnerabilities of all the known applia-tions. The proess of searhing for a vulnerability on-



2 Mario Kozina et al.sists of serial hek of eah vulnerability in turn. Obvi-ously, it's not a very fast proess, and to shorten it, itis useful to know whih appliation we are dealing with.Then, we an hek only a subset of all the vulnerabili-ties in a database related to the given appliation. Theproess of identifying the exat type and version of theWeb appliation on a given URL is alled �ngerprint-ing. In this paper we present �ngerprinting method forWeb appliations we developed and implemented. Wealso present experimental results done with the imple-mentation.The paper is strutured as follows. In setion 2 wedesribe the idea of Web appliation identi�ation pro-ess. Then, in setion 3 we desribe sanner developedbased on the presented ideas. Experiments we've donewith the sanner are given in the setion 4. Finally, wegive onlusions and overview of future work in setion5.2 A method for identifying Web appliationsIn the indenti�ation proess we assume that the onlyavailable soure of the information is via HTTP. Basedon that assumption the identi�ation proess an be di-vided in two main phases:� olleting harateristi information from the knownWeb appliation in order to build �ngerprint database,and� olleting harateristi information from an unknownWeb appliation and omparing it to a data in theappliation databaseIn the following subsetions we �rst desribe whatwe mean by harateristi information. Then, we de-sribe proess of olleting the information from knownWeb appliations, and �nally, we desribe the proess ofidentifying unknown Web appliation based on gathereddata.2.1 Information used in the identi�ation proessIdenti�ation proess is based on olleting and om-paring information from Web appliations. When �nger-printing Web appliations, all the gathered informationdi�er in their reliability. Charateristi information isthe information that is used in the deision proess. Theones that are more reliable have greater impat on the�nal deision. Information is more reliable if it is not eas-ily hanged by a person deploying or administering Webappliation. For example, information olleted from theHTML itself, e.g. tables and styles, an be easily hangedand are thus less reliable. On the other hand, we assumethat the information whih is related to the soure odeof a Web appliation an't be hanged easily, sine not

many users are pro�ient in programming tasks or haveenough time for program modi�ations.So assuming that soure ode of a Web appliationis not hanged, we an use two types of harateristiinformation for the identi�ation proess: link patternsand forms.A link patterns is a set onstruted from all the httpURLs olleted from a Web appliation. For the pur-pose of the set onstrution proess we assume that thehttp URL onsists of the host part, followed by a pathomponent and followed by the optional query part thatontains parameter and value pairs. If there is a querypart then it is delimited from the path omponent withthe question sign (?), and multiple parameters and valuepairs are delimited with the '&' sign. Parameter andvalue are separated with the equal sign [15℄. Link patternonsists of the path omponent, and all the parametersfound in the URL with the order of the parameters pre-served, and values ignored. As an example, suppose thatwe have the following URLs:1: http://www.example.om/index.php2: http://www.example.om/index.php?i=1&a=23: http://www.example.om/index.php?i=2&a=34: http://www.example.om/index.php?j=2&a=35: http://www.example.om/index.php?a=2&j=36: http://www.example.om/index.php?j=2Then we have the following link patterns:1: (index.php)2: (index.php, i, a)3: (index.php, i, a)4: (index.php, j, a)5: (index.php, a, j)6: (index.php, j)When omparing two link patterns we say that theymath if they have the same number of omponents andeah respetive omponent of eah link pattern is thesame. Thus, in the given example we an unify 2nd and3rd link patterns as they are the same.We assume that eah Web appliation has a spei�set of the link patterns and the link patterns an onlybe hanged by adjusting a soure ode of the Web ap-pliation. Based on the assumption that soure ode isnot easily hanged, link patterns represent reliable infor-mation for �ngerprint proess. Thus, olleted link pat-terns of the same Web appliation installed on multipleloations on the Internet/intranet will be very similar.By olleting and omparing link patterns of a di�erentWeb appliation, we an preisely �ngerprint a ertainWeb appliation. Due to their reliability, we assume thatthe link patterns have a signi�ant impat on the �naldeision in the identi�ation proess.Forms are entry points in the Web appliations thatallow users to supply data. Every form an be identi�edby its name, id, method, and URL to whih data is sub-mitted and by names and values of its input �elds. Most



A method for identifying Web appliations 3Web appliations have harateristi forms in HTMLwhih an be easily identi�ed and thus used in a �nger-print proess. On the other hand, of all the possible formsin a single Web appliation only a subset may be presentbeause administrator, via di�erent ontrol mehanisms,an easily disable ertain forms. This leads us to the on-lusion that the forms are potentially less reliable thanlink patterns. Additional reason the forms are less reli-able is that �elds in the forms an be dynamially addedor removed by the bakend, depending on the ontext.For example, if we are entering address inside the UnitedStates then we are presented with the State �eld, whilefor Croatia this �eld might not be shown.Apart from the link patterns and forms, we also takeinto aount ertain keywords in HTML douments. Theyould be easily hanged, but some lienses require usersto embed di�erent keywords into HTML douments, usersintentionally leave identi�ers, or, in some ases, the spe-i� keywords are generated by ode and thus are noteasily hanged by the user. As an example of a keyword,we an take Mambo Web appliation whih uses key-words "Mambo" and "http://mambo-foundation.org" inHTML douments. As a onlusion, we assume that key-words have small, but non negligible, impat in the �naldeision of the identi�ation proess.2.2 Information gatheringBefore the identi�ation proess, we need to have a da-tabase of known Web appliations ontaining their har-ateristi information. Charateristi information is ol-leted from the HTML douments generated by the tar-get Web appliation using rawling (or spidering). To ex-trat a harateristi information from eah HTML do-ument, we analyze it's struture. This e�etively meanssearhing for <a> and <form> elements from whih we ex-trat links and forms. Crawling ends when all the linksin the Web appliation up to the ertain depth were tra-versed.During the rawling proess we ollet and organizelinks into link patterns, as desribed in the previous se-tion. As it was already mentioned, the most usual sepa-rators are '&', '?' and '=', but today's Web appliationsan use more omplex separators like 'QQ ' and 'EE ' [1℄.Forms are extrated from a <form> element in theHTML doument. The <form> element often has at-tribute name and a list of <input> elements. In a rawl-ing proess, all the forms are organized into list, whereeah element of the list is itself again a list with the fol-lowing elements: form name, URL where data will besubmitted, and a list of input name entries. Input valuesalready present in the from, e.g. the default values in thease user doesn't enter them, are not taken beause theydepend on the loalization of a Web appliation whihmakes them unreliable information for identi�ation pro-ess.

During the proess of olleting useful informationfrom a knownWeb appliation keywords have to be addedmanually by the user into a �ngerprint database as thereis no way for the program to know whih words on thepage are important and an be used for this purpose.It is important to hoose a set of keywords whih willbest haraterize a ertain Web appliation and di�er-entiate it with respet to other Web appliations. Whenolleting harateristi information from an unknownWeb appliation and omparing it to a known applia-tion database (�ngerprint), keywords are searhed any-where in a HTML doument body.Crawling an be very omprehensive and time-onsu-ming proess beause of a enormously large number of avery similar links in a ertain Web appliation. For ex-ample, there ould be a page where some items from thedatabase are shown. In that ase there will be as manypages as there are entries in the database, but for ourpurpose all those pages are the same. As the identi�a-tion proess needs to be done in a reasonable time andthe number of almost the same links doesn't bring anynew information that might be useful for �ngerprint pro-ess it is suggested to go through only a ertain numberof a links in a Web appliation. So, when the rawler dis-overs that the traversed links are the same it an stopfurther proessing of the given pages and skip to the nextlink.When olleting harateristi information from a knownWeb appliation, we ollet and struture useful infor-mation into a database that will be used to �ngerprintunknown Web appliations. For the reliability purposes,we use several instanes of the Web appliation for whihwe generate the �ngerprint database. Then, the �nal stepof this phase is to selet the best �ngerprint database,among the several available, for theWeb appliation. Theseletion is based on the proess similar to the identi�-ation proess, but that is performed on the known Webappliation. The best �ngerprint database should have alarge number of di�erent forms and link patterns. Theseletion of the best database thus redues a hane offailure in the identi�ation proess.2.3 Identi�ation proessIn the identi�ation proess we ollet harateristi in-formation from the Web appliation that has to be iden-ti�ed and ompare olleted information with the datastored in the �ngerprint database. For eah appliationin the �ngerprint database we alulate similarity withthe unknown Web appliation using the following for-mula:
rating = k ∗ keywordsr + l ∗ linkpr + f ∗ formsr (1)In (1) the following variables are used:� keywordsr is relative number of idential keywordsfound in all the pages;



4 Mario Kozina et al.� linkpr is relative number of idential links found inall the pages;� formsr is relative number of idential forms foundin the pages;� k, l and f are weight fators in the inlusive range 0to 1.Relative numbers are alulated to the best ahievedresult. E.g. if we olleted 30 link patterns, and in thethree �ngerprint databases we have 20, 16 and 10 mathes,then linkpr for the �rst database will be 1, 0.8 for theseond and 0.5 for the last database. Note that abso-lute number of link patterns doesn't in�uene the rela-tive number of link patterns. Thus, in order to reliablyidentify appliation there should be at least three linkpatterns. It is of ourse advisable that this number isas higher as possible. In our ase, number of olletedharateristi information per appliation is shown in theTable 1.In order to normalize the �nal result (rating) the sumof all parameters has to be equal to 1. In our ase iden-ti�ation of Web appliations redues to evaluation ofthree parameters: keywords (k), forms (f) and link pat-terns (l). So the following equation holds:
k + l + f = 1 (2)Web appliations whih have rating 1 (100 perent)are exat math by the all three riteria, i.e. forms, linkpatterns and keywords. The Web appliation with rating100 perent is hosen as the �nal result of an identi�a-tion proess. Moreover, in general, Web appliation withthe best rating, not neessarily 100 perent, is hosen asthe �nal result. On the other hand, if we have the samebest ratings for several Web appliations, �nal deisionof the identi�ation proess an be determined only witha ertain probability, and to ome to a �nal deision weneed to manually hek those Web appliations with bestratings.3 Framework designThe Web Seurity Assessment Tool[14℄ (WSAT) is theframework we are developing for experimenting with newideas in a Web appliation seurity assessment. Web se-urity assessment is a omplex proess whih we dividedinto several phases. So, to represent eah phase of theproess and to provide a apability of future enhane-ments, WSAT is implemented as a modular system whosearhiteture is shown in the Figure 1. Of all the shownmodules, the exploit module will not be desribed as it isnot interesting for this work. As an implementation lan-guage for WSAT we seleted very popular, and widelysupported, high level objet oriented language Python.Crawler module is used to abstrat ommuniationdetails between WSAT and a Web appliation. It gathersWeb pages from the Web appliation and extrats di�er-ent information for it's own purpose, e.g. links to feth.

Fig. 1 The Web Seurity Assessment Tool arhitetureIt also gives fethed pages to the other modules in theWSAT framework (�ngerprint, exploit). Crawler imple-mentation is based on Wapiti seurity tool programmingode [13℄, on whih various ommuniation struturesand iterative rawling method were based. The Crawlermodule goes through these phases:� olleting HTML,� analyzing HTML,� building Web appliation link struture, and� organizing links.Crawler is the only module whih ommuniates di-retly with a Web appliation and it's purpose is tofeth HTML doument starting from the URL given by�ngerprint module. It ontains ommuniation handlersfor di�erent types of the ommuniation protools andmehanisms (e.g. HTTP, HTTPS, proxy, ookies). Afterfething an HTML doument, tag parser is used to an-alyze HTML and grab important information from theHTML: forms and links. The web appliation link stru-ture is then built by using iterative rawling proess. Theproess of rawling uses three lists of URLs. In the �rstlist there are all as of yet unvisited URLs. This is list isat the start of the rawling proess initialized to a start-ing URL of a Web appliation. The seond list is a listof visited links, whih at the end of the rawling pro-ess is omposed of all the gathered links. From this listthe link patterns for the given appliation are generated.Finally, the third list is a list of banned URLs that on-tains forbidden links de�ned at the start of the rawlingproess.The rawling proess takes new links from HTML,heks if any of them is in the banned list and disardsthose that are. Then, the remaining links are added intothe non visited list and the proess is repeated for thelinks in the non visited list until the list beomes empty.If a link has already been visited, i.e. it is in the vis-ited list, then it is skipped. As we said before, this pro-ess an be time onsuming, so we use smart moduleto optimize it. Smart module organizes links into linkpatterns and heks when a link with a ertain patternrepeats a ertain number of times, de�ned by some userde�ned threshold. In ase when this threshold is reahed,a patterns that mathes the link group is added into thebanned list whih prevents further rawling of that link



A method for identifying Web appliations 5Table 1 Number of harateristisCharateristi Joomla PostNuke Mambo bbPress PHP-Nuke phpBB MyBB UseBB PunBB TotalinformationKeywords 4 3 4 4 3 3 3 3 3 30Forms 11 11 5 4 14 7 4 4 3 63Link patterns 40 27 17 8 18 50 37 16 13 226group. The additional funtionality of the smart mod-ule is to generate link patterns that are handed to the�ngerprint module.Fingerprint module implements the identi�ation pro-ess desribed in the previous setion. As we stated be-fore, data olleted from a knownWeb appliation shouldbe strutured in a �ngerprint database. To simplify gath-ering and omparing phases of the identi�ation proessand to standardize struture of a useful information, wehave hosen XML format for the database. The XML�ngerprint �le onsist of some general information andinformation needed for the identi�ation proess. Thegeneral struture of the XML database is:<?xml version="1.0" enoding="utf-8"?><fingerprint><name></name><id></id><keywords><keyword></keyword>...</keywords><link_patterns><separator></separator><pattern ><weight></weight><url></url><params><param name=""></param>...</params></pattern>...</link_patterns><forms><form name="" loation=""><from></from><to></to><field name=""></field>...</form>...</forms></fingerprint>Some of the most important elements inluded ina XML �ngerprint �le are: <name>, <id>, <keywords>,<link_patterns>, and <forms>.The element <name> is used to store Web applia-tion's full name and it's version while <id> element on-

tains a unique number that identi�es a ertain Web ap-pliation under the WSAT framework. The element <keywords>ontains one or more <keyword> elements whih ontaindi�erent keywords for Web appliation. Link patterns areorganized into <link_patterns> element whih onsistof a variable number of <pattern> elements, one for eahlink pattern found during the rawling proess. Patternhas an <url> element whih represents relative URL tothe doument (e.g. /index.html) and adequate numberof parameters, eah inluded into <param> element anddesribed by name and all values of parameters. Formsare plaed in a <forms> top level element whih ontainsa <form> element for eah form that was found in theWeb appliation. Element <form> has a name attributeand adequate number of <field> elements used to de-sribe �eld (input) name and ontent.Fingerprint module operates in two modes. The �rstmode is the generator mode, whih is used to ollet aharateristi information from a knownWeb appliationand to store it into XML �ngerprint �le. These XML �lesare used in the seond mode of the Fingerprint moduleto ompare and determine whih XML �le best desribesunknown Web appliation. The seond mode is also usedto determine the best �ngerprint database for a ertainWeb appliation. The determination proess is done byomparing eah type of information from the XML �n-gerprint �le to eah type of harateristi informationolleted from an unknown Web appliation. There areertain rules that are enfored when omparing the in-formation:� To ount keyword as mathed, the omplete stringhas to be idential inluding ase.� Link pattern must have the same relative URL, samenumber of parameters and idential names of param-eters,� Forms must have same name and a ertain, mini-mum, number of a idential �eld names. The min-imum number of idential �eld names in the formomparison is used beause some forms have dynam-ially added or removed �elds. This minimum numberis determined by the user of the �ngerprint module.After omparing and alulating eah type of infor-mation, (1) is used to rate eah �ngerprint database and,indiretly, to assess whih appliation was �ngerprinted.



6 Mario Kozina et al.4 Experimental veri�ationAfter developing the �ngerprint module inside WSATframework we performed experiments to validate our ap-proah of �ngerprinting Web appliations. Furthermore,we wanted to determine approximate optimal values ofthe weight fators k, f , and l, used in the rating (1)whih forms the base of the identi�ation proess. Inother words, it is neessary to on�rm hypothesis thatlink patterns, forms and keywords an be used to �n-gerprint a Web appliation and to �nd best measures(weight fator values) to aurately �ngerprint a Webappliation.Experiments were performed in three phases, eahphase using a separate set of URLs:� Colleting �ngerprint databases from the knownWebappliations;� Rating and seleting the best �ngerprint XML databasefor eah Web appliation;� Identi�ation proess of unknown Web appliationsand the result analysis.In the �rst phase we olleted harateristi informa-tion from the URLs that ontain known Web applia-tion. Then, in the seond phase we ompared olleted�ngerprint databases with another set of the URLs withthe known Web appliations to selet the best XML �n-gerprint database for eah Web appliation that will bedeteted. The seleted XML �ngerprint database will beused in the identi�ation proess. Finally, in the thirdphase, a few tests with di�erent weight fator valueswere tried to determine where the optimal values forthe weight fators are plaed and to determine how wellthe proess of identi�ation of unknown Web appliationperforms.To perform all the experiments, we seleted the fol-lowing open soure Web appliations:� Content Management Systems (CMS): Joomla[2℄,Mambo[3℄, PHP-nuke[5℄, Post Nuke[10℄� Forums: MyBB[8℄, PhpBB[9℄, UseBB[12℄, BBpress[7℄,PunBB[11℄Of all the seleted appliations, Joomla and Mamboare spei� sine Joomla is a fork of Mambo. Thus weexpet them to be very similar in terms of forms and linkswhih is an additional test for our method of reognizingWeb appliations.4.1 Colleting and rating �ngerprint XML �lesBefore �ngerprinting unknownWeb appliations, we needto have the best possible �ngerprint XML database de-sribing eah Web appliation seleted for the experi-ment. The good XML �le should have large amount ofharateristi information to redue hane of making

Table 2 Choosing the best Joomla XML �ngerprint �leSites/XML �les A B C DSite 1 84 100 53 7Site 2 100 100 60 10Site 3 100 100 57 7Site 4 100 90 60 10Site 5 100 90 63 9wrong deision when identifying unknown Web applia-tions. To ollet XML �les, the threshold of the smartmodule was set to high a level, i.e. 40 for a CMS ap-pliations and 10 for forums. After olleting a numberof �ngerprint XML databases per the Web appliation,we rated eah XML �le on a test appliations by usingrating formula (1).For example, we gathered four �ngerprint databasesfor Joomla Web appliation. Three XML �les (A,B,C)were gathered from di�erent sites where the same Webappliation was running and fourth (D) was gatheredfrom a fresh, loally installed Web appliation. In nextstep, we used �ngerprint module to rate these XML �leson �ve di�erent Web sites with Joomla to see how wellan they identify Web appliation type. To simplify thisproess, we used weight fator with values l = 1, k = 0,and f = 0, i.e. the deision was based on a link patternsonly. The obtained results are shown in the Table 2.The table shows that A and B variant XML �les havethe best ratings, but A has the best overall rating, so weseleted XML �le A to �ngerprint Joomla appliations.Surprisingly, XML �le D, whih is from the fresh install,has the worst rating for all the sites. The main reason forsuh result is that fresh installations of Web appliationsdon't have all features installed, thus they don't haveenough usable information like link patterns and formswhih ould be gathered and used in the identi�ationproess. To support this hypothesis, we heked internalstruture of A and D �ngerprint �les and revealed thatXML �le A had 25 link patterns and D �le had only 9link patterns.4.2 Charateristi dataAfter olleting and seleting the best XML �ngerprintdata for every Web appliation in the list, the next stepis the identi�ation of unknown appliation and resultanalysis. In this part we onduted three di�erent testsfor eah Web appliation listed above on the randomlyhosen URLs. Every test had a di�erent values of theweight fators whih depends on assumed harateris-ti data reliability. When examining harateristi datareliability, we assume:� Link patterns are the most reliable type of useful in-formation of a Web appliation. We assume that linkpatterns are least suseptible to hanges from a Web



A method for identifying Web appliations 7Table 3 Weight fators used in experimentsTest/weight fator k f lTest 1 0.1 0.2 0.7Test 2 0 0 1Test 3 0 0.4 0.6developer or a Web administrator. Thus, funtion-ality of most Web appliations is based on links, sothey an be easily gathered.� Forms are reliable type of useful information, but notso as link patterns. Forms are suseptible to hangesand they an easily be eliminated from the Web ap-pliation using some kind of administrative interfaeavailable to the Web administrator.� Keywords are not very reliable type of useful infor-mation. They are suseptible to hanges and an beeasily hanged or even eliminated from the HTML.Furthermore, keywords an easily guide to a wrongonlusion as it is possible that they are used in someother ontext in a Web appliation ontent, e.g. dis-ussing Mambo on the Web forum based on phpBB.Therefore, the three listed assumptions give the ad-ditional onstrain on parameters k, l, and f :
k < f < l (3)4.3 The weight fators in�uene analysis4.3.1 Parameter setingsBased on the previous disussions we seleted three setsof weight fators, show in the Table 3.As it an be seen, keywords are taken into onsider-ation in the �rst test where they partiipate in the �naldeision with minimal 10 perent. Forms haven't e�etthe rating in the seond test, have less e�et in �rst (20perent) and moderate e�et in the third test (40 per-ent). Link patterns are used in every test with largeste�et, espeially in the seond test where �nal deisionis based on link patterns only (100 perent).All nine seleted Web appliations were being testedthree times, eah time with di�erent weight values, wheretesting was made on average 6-10 URLs where ertainWeb appliation was installed. For instane, we had 10URLs with Joomla and 6 URLs for MyBB. We were er-tain that these sites had a ertain Web appliation in-stalled but for our experiments (identi�ation), we atedas they are unknown Web appliations. In the followingsubsetion we will show a representative results of theexperiments.4.3.2 The results for the CMS Web appliationsidenti�ationFirst, we shall examine results from CMS Web applia-tions. CMS Web appliations don't have large amount of

ontent and useful information gathering isn't time on-suming. So, the threshold value in the rawler modulewas set to 20 in order to ollet large amount of har-ateristi information. Larger amount of harateristiinformation allows �ngerprint module to make better de-isions and thus give better results.As a representative for the analysis of the CMS group,we present Joomla Web appliation. In the Table 4, theresults of the �rst test of Joomla are shown with theweights k = 0.1, f = 0.2, and l = 0.7.The results of the �rst test show a similarity betweenJoomla and Mambo. Other Web appliations have sub-stantially smaller ratings or they even don't have a rat-ing (0 perent), so we an, with great ertainty, say thatthese appliation weren't present at tested URLs. Al-though we knew that on the tested URLs was Joomla,URLs S1-URL2 and S1-URL9 gave us surprising resultsfor Joomla and Mambo. At �rst URL, Joomla has aslightly better result (100) than Mambo (90), and at theseond URL Joomla had better rating (100) than Mambo(70). S1-URL6 is also interesting beause it shows ab-sene of keywords, thus, maximum rating is dereasedby 10 perent whih is rating in�uene of keywords. Togain a better understanding at the in�uene of the se-leted weights, we also show the results of seond andthird test. The Table 5 shows the results for the weights
k = 0, f = 0, and l = 1, and the Table 6 results for thethird test with the weights k = 0, f = 0.4, and l = 0.6.Results of the seond test show that Joomla andMambo have a very similar link patterns, espeially if welook at S1-URL9 and S1-URL2. For these URLs, bothJoomla and Mambo have high ratings (100), so �nal de-ision an't be made when looking at link patterns only.If we look at the results of the third test, we annotie that there is also similarity between Mambo andJoomla in the forms. Looking at all the results, startingfrom weight set 1 to set 3, the di�erene between rat-ings have inreased in Joomla's favor. This tells us thatMambo and Joomla are less similar in the forms than inthe link patterns. The on�rmation of this an be foundin the di�erene between the results of the seond andthird test at S1-URL9 where Mambo rating dereasedfrom 100 perent to 60 perent. The ause of this de-rease is that Web appliation at the given URL doesn'tontain any form whih an be found in Mambo XML�ngerprint �le. On other hand, if we look at S1-URL2we notie that ratings haven't hanged from seond testwhih means that the same number of forms was foundin the Mambo and the Joomla XML �ngerprint �les.By exploring S1-URL2 we determined that there is onlyone form in the Web appliation. When omparing loginforms in Joomla and Mambo XML �ngerprint �les, greatsimilarity an be notied. Beause we use �exible ratingof forms, where 80 perent of �elds must be the same,forms of the both Web appliations are adequate. So, inthis ase (third test) for S1-URL2 �nal deision an't bemade.



8 Mario Kozina et al.Table 4 The results for Test 1 of Joomla Web appliation detetionTest URL Total sore Deteted?Joomla PostNuke Mambo bbPress PHP-Nuke PhpBB MyBB UseBB PunBBS1-URL1 100.0 0.0 51.5 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL2 100.0 0.0 90.0 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL3 100.0 0.0 40.0 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL4 100.0 0.0 14.0 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL5 100.0 0.0 58.2 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL6 90.0 0.0 23.8 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL7 100.0 0.0 30.8 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL8 100.0 3.3 52.8 3.3 3.3 3.3 3.3 3.3 3.3 YS1-URL9 100.0 0.0 70.0 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL10 100.0 0.0 25.2 0 0 10.0 0.0 0.0 0.0 YTable 5 The results for Test 2 of Joomla Web appliation detetionTest URL Total sore Deteted?Joomla PostNuke Mambo bbPress PHP-Nuke PhpBB MyBB UseBB PunBBS1-URL1 100.0 0.0 45 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL2 100.0 0.0 100 0.0 0.0 0.0 0.0 0.0 0.0 NS1-URL3 100.0 0.0 50 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL4 100.0 0.0 20 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL5 100.0 0.0 76 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL6 100.0 0.0 34 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL7 100.0 0.0 44 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL8 100.0 0.0 66 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL9 100.0 0.0 100 0.0 0.0 0.0 0.0 0.0 0.0 NS1-URL10 100.0 0.0 36 0.0 0.0 0.0 0.0 0.0 0.0 YTable 6 The results for Test 3 of Joomla Web appliation detetionTest URL Total sore Deteted?Joomla PostNuke Mambo bbPress PHP-Nuke PhpBB MyBB UseBB PunBBS1-URL1 100.0 0.0 67.0 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL2 100.0 0.0 100.0 0.0 0.0 0.0 0.0 0.0 0.0 NS1-URL3 100.0 0.0 30.0 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL4 100.0 0.0 12.0 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL5 100.0 0.0 55.6 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL6 100.0 0.0 20.4 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL7 100.0 0.0 26.4 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL8 100.0 0.0 39.6 0.0 0.0 0.0 0.0 0.0 0.0 YS1-URL9 100.0 0.0 60.0 0,0 0.0 0.0 0.0 0.0 0.0 YS1-URL10 100.0 0.0 21.6 0.0 0.0 20.0 0.0 0.0 0.0 YBy analyzing the results, we ame to the onlusionthat �rst test performs the best when identifying un-known Web appliation. Keywords helped us in solvingthe �nal doubt for S1-URL2. Although our initial hy-pothesis given in the Setion 2 assumes that link patternsand forms are the most important when making �nal de-ision, sometimes it also bene�ial to take keywords inonsideration.In the CMS group, it is also interesting to look at theresults of the third test for Mambo, shown in the Table7. Although this test was made on URLs where Mambowas installed, the results of the test show again a similar-ity between Mambo and Joomla when looking at har-ateristi information. This behavior is expeted as we

already noted that Joomla is a fork of Mambo. Besidesthat, it is also interesting to look at S2-URL4, S2-URL7,and S2-URL10 where the rating is only 60 perent in fa-vor of Mambo. This rating shows that not even one formfrom Mambo XML �ngerprint �le was found on theseURLs. By exploring these URLs, we notied that thereis only one voting form present on eah URL. AlthoughMambo has voting form stored in his XML �ngerprint�le, a number of voting �elds in the forms present atthe tested URLs is larger than number of voting �eldsin forms in XML �le. So, by omparing these forms, the�ngerprint module rated them as unequal.For the other appliations from the CMS group, PHP-Nuke and PostNuke, it is important to say that they haveunique link patterns. As a onsequene, in the seond



A method for identifying Web appliations 9Table 7 The results for Test 3 of Mambo Web appliation detetionTest URL Total sore Deteted?Joomla PostNuke Mambo bbPress PHP-Nuke PhpBB MyBB UseBB PunBBS2-URL1 45.0 0.0 100.0 0.0 0.0 0.0 0.0 0.0 0.0 YS2-URL2 62.6 0.0 100.0 0.0 0.0 0.0 0.0 0.0 0.0 YS2-URL3 39.6 0.0 100.0 0.0 0.0 0.0 0.0 0.0 0.0 YS2-URL4 34.2 0.0 60.0 0.0 0.0 0.0 0.0 0.0 0.0 YS2-URL5 77.2 0.0 100.0 0.0 0.0 0.0 0.0 0.0 0.0 YS2-URL6 77.2 0.0 100.0 0.0 0.0 0.0 0.0 0.0 0.0 YS2-URL7 42.6 0.0 60.0 0.0 0.0 0.0 0.0 0.0 0.0 YS2-URL8 70.0 0.0 100.0 0.0 0.0 0.0 0.0 0.0 0.0 YS2-URL9 91.0 0.0 100.0 0.0 20.0 0.0 0.0 0.0 0.0 YS2-URL10 60.0 0.0 60.0 0.0 0.0 0.0 0.0 0.0 0.0 Ntest both Web appliations for their URLs have maxi-mum ratings (100), while all the other Web appliationsdon't have even a one adequate link pattern (rating 0).There are also a few results in third test where a ratingis 60 perent, whih shows absene of forms in the Webappliation.4.3.3 The results for the forums identi�ationThe next group of the Web appliations we tested wereforums. Forums have relatively bigger amount of datathan the CMS Web appliations. Reason lies in theirfuntionality, to enable user to exhange information byusing di�erent ategories and topis of forum. If forumhas a large number of users, then amount of data withreferene to amount of harateristi information analso be very large. So, it is neessary to ustomize rawlermodule with a relatively small threshold in the smartmodule to gather useful information in a reasonable time.But, as a onsequene of the small threshold, there is agreater hane of introduing errors and unertainties inthe identi�ation proess. We set the treshold value to 5during the �ngerprint proess.As a representative for the forum group, we tookUseBB forum. In the Table 8 results of �rst test withthe wight fators k = 0.1, f = 0.2, and l = 0.7 forUseBB are shown.From the results of the �rst test for UseBB, shown inTable 8, we an notie that for the most URLs, UseBB isproperly identi�ed using all three riteria - it has rating100 perent. Other Web appliations have ratings whihare less then or equal to 15%, so those Web appliationsan be exluded from onsideration. But, we an alsonotie few exeptions, espeially on S3-URL4 and S3-URL5 where ratings are relatively low (30%). To explainthis exeptions it is neessary to analyse results from theseond and third test, whih are shown in the Tables 9and 10.From the results of the seond test, we an notie thata ause for the exeptions in the �rst test lies in abseneof orret link patterns in UseBB XML �ngerprint �le.It we look at the other results from the same test, the

ratings are 100 perent, whih is at �rst a little onfus-ing. But, by exploring UseBB forums on S3-URL4 andS3-URL5, we determined that administrator of UseBBforum has the ability to hange names of parameters inthe links. For example, S3-URL4 has parameter off_sidinstead of standard UseBB parameter usebb_sid. As aonsequene, link patterns are not adequate and ompa-rable, so it is logial that ratings for these two URLs inseond test are 0. This also shows that in some situations,link patterns are not so reliable.The results of the third test reveal the ause of theexeption in the seond test for URL S3-URL9 is theabsene of adequate forms. By further examination, wedetermined that the rawler didn't �nd any form at thegiven URL, whih is very likely beause rawler usedvery low value for the treshold in the smart module tosuessfuly gather enough forms. It is also interesting tonotie, relatively high ratings in third test for PHP-Nukeat two URLs. This shows that some forms in PHP-Nuke�ngerprint �le are very similar to the ones in UseBBXML �ngerprint �le.Other results for Web appliations from forum groupare mostly onsistent and expeted. This partiulary refersto the seond test, where is no doubt, beause ratingswere 100% for one Web appliation and other applia-tion have rating of 0%. In the third test, there are somehigher ratings for the Web appliations whih are notpresent at a ertain URLs, but bellow 20%.4.4 Final resultsAnalyzing all nine instanes of Web appliations, we de-termined that the �rst test, with the weights k = 0.1,
f = 0.2, and l = 0.7, gave the best results. The resultsof all the tests have shown that we need to take intoonsiderations all three types of harateristi informa-tion to get better results and espeially to resolve doubtswhere �nal deision an't be made. It is also shown thatit is neessary to respet the ondition (3), beause themajor di�erene between Web appliations is in the linkpatterns, followed by the di�erene in the forms withkeywords at the end.



10 Mario Kozina et al.Table 8 The results for Test 1 of UseBB Web appliation detetionTest URL Total sore Deteted?Joomla PostNuke Mambo bbPress PHP-Nuke PhpBB MyBB UseBB PunBBS3-URL1 0.0 10.0 0.0 5.0 15.0 0.0 0.0 100.0 0.0 YS3-URL2 0.0 0.0 0.0 0.0 0.0 0.0 0.0 100.0 0.0 YS3-URL3 0.0 0.0 0.0 0.0 0.0 0.0 0.0 100.0 0.0 YS3-URL4 0.0 0.0 0.0 0.0 0.0 0.0 0.0 30.0 0.0 YS3-URL5 0.0 0.0 0.0 0.0 0.0 0.0 0.0 30.0 0.0 YS3-URL6 0.0 0.0 0.0 0.0 0.0 0.0 0.0 100.0 0.0 YS3-URL7 0.0 0.0 0.0 6.6 10.0 0.0 6.6 100.0 0.0 YS3-URL8 0.0 0.0 0.0 0.0 0.0 0.0 0.0 100.0 0.0 YS3-URL9 0.0 0.0 0.0 0.0 0.0 0.0 0.0 80.0 0.0 YTable 9 The results for Test 2 of UseBB Web appliation detetionTest URL Total sore Deteted?Joomla PostNuke Mambo bbPress PHP-Nuke PhpBB MyBB UseBB PunBBS3-URL1 0 0 0 0 0 0 0 100 0 YS3-URL2 0 0 0 0 0 0 0 100 0 YS3-URL3 0 0 0 0 0 0 0 100 0 YS3-URL4 0 0 0 0 0 0 0 0 0 NS3-URL5 0 0 0 0 0 0 0 0 0 NS3-URL6 0 0 0 0 0 0 0 100 0 YS3-URL7 0 0 0 0 0 0 0 100 0 YS3-URL8 0 0 0 0 0 0 0 100 0 YS3-URL9 0 0 0 0 0 0 0 100 0 YTable 10 The results for Test 3 of UseBB Web appliation detetionTest URL Total sore Deteted?Joomla PostNuke Mambo bbPress PHP-Nuke PhpBB MyBB UseBB PunBBS3-URL1 0.0 20.0 0.0 10.0 30.0 0.0 0.0 100.0 0.0 YS3-URL2 0.0 0.0 0.0 0.0 0.0 0.0 0.0 100.0 0.0 YS3-URL3 0.0 0.0 0.0 0.0 0.0 0.0 0.0 100.0 0.0 YS3-URL4 0.0 0.0 0.0 0.0 0.0 0.0 0.0 40.0 0.0 YS3-URL5 0.0 0.0 0.0 0.0 0.0 0.0 0.0 40.0 0.0 YS3-URL6 0.0 0.0 0.0 0.0 0.0 0.0 0.0 100.0 0.0 YS3-URL7 0.0 0.0 0.0 13.2 20.0 0.0 13.2 100.0 0.0 YS3-URL8 0.0 0.0 0.0 0.0 0.0 0.0 0.0 100.0 0.0 YS3-URL9 0.0 0.0 0.0 0.0 0.0 0.0 0.0 60.0 0.0 YWe are left with the �nal question of the optimal val-ues for the parameters k, f , and l, i.e. how to determinetheir optimal ratio. We suggest that the ratio k : f : lis approximately in the ratio of the olleted harater-isti information. Aording to the Table 1 this ratio is
30 : 63 : 226 whih mathes weight fators used in thetest 1, i.e. 1 : 2 : 7.In the additional experiments we signi�antly extendedthe number of tested Web sites whih inluded some twohundred samples. Some of them were not aessible allthe time. This left us with a 129 reliable ases, in ad-dition to the already presented tests, on whih we nowevaluate WSAT reall and preision. The results of theadditional set of tests are summarized in Table 11.Looking into the table we an make several inter-esting observations. First, the results for Mambo andJoomla (reall and preision rows) are less then 1. By

loser inspetion we notied that in a few ases one wasmistaken for the other, and vie versa. This is easly ex-plainable as Mambo and Joomla are very similar appli-ations, i.e. Joomla is a fork of Mambo. This fat hasone signi�ant impliation. Namely, if the experimentswere performed only with Joomla �ngerprint database,then all Mambo Web appliations would be mistakenlyidenti�ed as Joomla. Therefore, the onlusion is thatare should be taken in order to avoid suh misidenti-�ation. The seond observation is that phpBB's prei-sion and useBB's reall is 0.93. The reason is that oneinstane of useBB was mistakenly identi�ed as phpBB.Upon loser inspetion of the given instane we deter-mined that the administrators of useBB site hangedURLs in suh a way that it uses di�erent link patterns,i.e. instead of topi.php&id=9 they use topi_9.html.Finally, we note that the �ngerprinting method ahieves



A method for identifying Web appliations 11Table 11 Reall and preision of WSAT identi�ation systemJoomla PostNuke Mambo bbPress PHP-Nuke PhpBB MyBB UseBB PunBB TotalNumber of 18 14 18 13 18 13 10 14 11 129appliationsNumber of 21 14 16 13 18 14 10 13 11 130detetionsRelevant 17 14 15 13 18 13 10 13 11 124appliationsReall 0.94 1.00 0.83 1.00 1.00 1.00 1.00 0.93 1.00 0.96Preision 0.81 1.00 0.94 1.00 1.00 0.93 1.00 1.00 1.00 0.95the possible results in a majority of the ases (5 out of 9Web appliations).Colleting harateristi information from the knownWeb appliations and generating �ngerprint databases isa ritial step. The better �ngerprint databases are, lesssensitive the deision proess is to the variations in theparameter values. Even with equal values of the parame-ters, the method gives good results, as an be seen fromFigures 2 and 3. The �gures are the result of exhaustivesearh with parameter step 0.01 and restritions givenby equations (2) and (3). The exhaustive searh foundseveral optimal values for the parameters in whih reallis 0.969 and preision is 0.962, e.g. k = 0.22, f = 0.34and l = 0.44. This is very lose to the parameter valuesdetermined by our heuristi method whih gives reall
0.961 and preision 0.954 (k = 0.1, f = 0.2 and l = 0.7).The di�erene in optimal value and the value obtainedwith our parameters is in a single misdeteted Web ap-pliation of 129 tested appliations. This shows that ourheuristi method for estimating optimal parameter val-ues is good enough without neessity of performing ex-haustive searh.5 Conlusions and future workIn this paper we desribed a method for �ngerprintingWeb appliations. Fingerprinting is a proess of identi�-ation of unknown Web appliations by omparing theirharateristi data to the database with the data fromthe known Web appliations. Suessful identi�ation ofa Web appliation an make vulnerability sanning fasterand more preise as the sanning proess is onentratedon only a subset of all the known vulnerabilities.The �ngerprint proess is based on omparison ofharateristi information: link patterns, forms and key-words. Fingerprint proess assumes that the harder tohange some parts of the appliation the more reliable re-lated information is and thus has a bigger impat on the�nal deision in the identi�ation proess. To verify thishypothesis and to determine where the optimal impatfators of a ertain types of a harateristi informationare, we used experimental veri�ation. The results of theexperimental veri�ation validated our hypothesis thatlink patterns have the greatest impat, followed by forms
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Fig. 2 The results of the exhaustive searh for the optimalvalue of Rand �nally keywords with the lowest impat on �nal de-ision. Although the results indiated that Web applia-tions mostly di�er by their link patterns, there were aseswhere single omparison of link patterns (without usageof other types of information) left some unertainties. Toresolve those ases it is important to inlude other twotypes of harateristi information in the �nal deision,but with lesser impat. Final results were ahieved withthe following values of impat (weight) fators:� link patterns impat is 70%,� forms impat is 20% and� keywords impat is 10%,that are in aordane with the ratio of the olletedharateristi information in �ngerprint databases.The framework we used (WSAT) and in whih the de-sribed �ngerprint tehnique was implemented, an iden-tify a partiular Web appliation with high preision.Exept for some rare ases, for most URLs, the system
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Fig. 3 The results of the exhaustive searh for the optimalvalue of Porretly identi�ed Web appliation with the ratings of100%.The implementation has some shortomings that pre-vent it from being used on the Web appliations withfollowing harateristis:� Web appliations that don't use standard link sep-arators in links. These separators are omposed ofharaters whih are hard to distinguish from linkontent itself, so they ause di�ulties in link analy-sis and link organization into link patterns.� Web appliations that don't use links for passing pa-rameters and its values. This is often the ase withWeb appliations developed in ASP.NET environmentwhere parameters and its values are passed throughsession variables with POST method.� Web appliation that use JavaSript or Ajax tehnol-ogy for link generation. In this ase, links annot begathered by simple analysis of HTML douments.The given limitations are implementation problem,whih an be relatively easy resolved by further devel-opment. The system's design is suh that the majorityof the upgrades should be done in the rawler module tomake it apable of gathering information from di�erentsoures like JavaSript, Ajax and other new Web teh-nologies.Fingerprint databases should also be extended to in-lude other types of harateristi information whih wouldmade identi�ation proess even more preise. By addingthese information, the identi�ation method ould bealso applied to a wider set of Web appliation tehnolo-gies like ASP.NET, JavaSript and Ajax. For example,
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