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ABSTRACT

An increasing number of wireless applications rely on GR8als
for localization, navigation, and time synchronizationowéver,
civilian GPS signals are known to be susceptible to spooftng a
tacks which make GPS receivers in range believe that thégeres
at locations different than their real physical locatiohsthis pa-
per, we investigate the requirements for successful GP8&fisgo
attacks on individuals and groups of victims with civilianrili-
tary GPS receivers. In particular, we are interested intifjémg
from which locations and with which precision the attackeeds

to generate its signals in order to successfully spoof tbeivers.

We will show, for example, that any number of receivers can
easily be spoofed to one arbitrary location; however, ttecker is
restricted to only few transmission locations when spoddiggoup
of receivers while preserving their constellation.

In addition, we investigate the practical aspects of a liatel
lock takeover, in which a victim receives spoofed signaleréfirst
being locked on to legitimate GPS signals. Using a civiliadPSG
signal generator, we perform a set of experiments and finchthe
imal precision of the attacker’s spoofing signals requimcdbvert
satellite-lock takeover.

1. INTRODUCTION

The Global Positioning System (GPS), originally introduidsy
the US military, has become an essential component for raumser
civilian applications. Unlike military GPS signals, cieh GPS
signals are not encrypted or authenticated and were netesrded
for safety- and security-critical applications. Neveldss, GPS-
provided locations are being used in applications such hgve
ular navigation and aviation, asset monitoring (e.g., @drgck-
ing), and location-based services (e.g., routing) [22]e Tke of
the GPS system also includes time synchronization; exangrke
time stamping in security videos and critical time synclization
in financial, telecommunications and computer networksertls
highly rely on the precision and correctness of GPS locadiot
time: transport companies depend on the correctness dfdaca
tion to track trucks, cargoes, and goods under GPS sumed|a
courts rely on criminals being correctly tracked by GP Selaan-
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kle monitors, and aviation controls trust the correct nniig of
airplane traffic.

This heavy reliance on civilian GPS—following the disconti
ation of the selective availability feature of GPS in then/2@00—
motivated a number of investigations on the security of G®se
investigations found that civilian GPS is susceptible tmnjang
and spoofing attacks [9, 11, 16, 19]. Successful spoofingrexpe
ments on standard receivers have been reported [7, 23],irgiow
that commercial-off-the-shelf receivers do not detechsaftacks.
The increased availability of programmable radio platfesuch as
USRPs [5] leads to a reduced cost of attacks on GPS. Howbeer, t
requirements for GPS spoofing were so far not analyzed sgstem
cally and many of the previously proposed countermeas8;d$]
assume a weak attacker that is, e.g., not able to generataisig
with sufficient precision.

In this work, we investigate spoofing attacks on civilian amt
itary GPS and analyze the requirements for their succeselhasv
their limitations in practice. We divide the problem of GR#®sf-
ing into the following two problems: (i) sending the corrspbof-
ing signals such that they reach the receiver with the righing,
and (ii) getting a victim that is already synchronized to lagiti-
mate GPS service to lock onto the attacker’s spoofing sigret.
garding the first problem, we analyze the effects of GPS spgofi
signals on multiple receivers and analyze under which ¢mmd a
group of victims can be spoofed such that, e. g., their mutual dis-
tances are preserved. Our analysis shows that, in ordeotd ap
group of victims while preserving the mutual distances gttacker
can only transmit from a restricted set of locations. To tbst lof
our knowledge, such an analysis has not been done before.
second problem of taking over the satellite lock is relevanper-
forming attacks in real-world situations. In most cases,\ictim
will have been receiving legitimate GPS signals when thefpg
attack starts. It is thus important to know the requipgdcision
of the spoofing signal such that the victim seamlessly (ivéh-
out detection) switches lock from the legitimate GPS sigadhe
attacker’s spoofing signal. We explore the influence of irfgeer
tions (in different aspects of signal power and timing) ireges of
experiments and discuss the findings.

In short, our main contributions are as follows: First, wéirte
the GPS group spoofing problem. Second, we analyze spoofing at
tacks on single and multiple receivers in civilian and raijt GPS
systems and we infer theoretical bounds on the conditionthé&r
success. Third, using a GPS signal genetatoe investigate the
requirements for civilian GPS spoofing by seamless satdtitk
takeover under varying power, timing, and location precisf the
attacker’s spoofing signals and we provide bounds on thesenpa

The

!satellite signal generators are also caBatellite simulators-we
use both notations in this paper.



eters for the receiver used in our experiments.

The structure of the paper is as follows. We give background
information on GPS positioning and discuss related work &G
spoofing in Section 2. We introduce the GPS spoofing problem
and our system and attacker models in Section 3. In Section 4,
we analyze under which conditions GPS spoofing attacks are su
cessful on single victims and groups of victims. The resofitsur
experimental evaluation are presented in Section 5. Ini&e6t
we introduce a novel countermeasure against GPS spoofaukatt
which is based on multiple receivers. We conclude the paper i
Section 7.

2. BACKGROUND

In this section, we introduce the fundamental concepts o GP
(based on [11]) which are necessary for this work. We also-sum
marize related work on the security of GPS.

2.1 The Global Positioning System

The Global Positioning System (GPS) uses a number of satel-
lite transmittersS; located at known locations; e R®. Each
transmitter is equipped with a synchronized clock with nackl
offset to the exact system tin€ and broadcasts a carefully cho-
sen navigation signa; (¢) (low auto-/cross-correlatidnincluding
timestamps and information on the satellites’ deviatiamfrthe
predicted trajectories). The signal propagates with speéske
Figure 1).

A receiverV located at the coordinates € R® (to be deter-
mined) and using an omnidirectional antenna will receieedbm-
bined signal of all satellites in range:

S_
= ZAZSZ (t — LCL') + n(L,t)

where A; is the attenuation that the signal suffers on its way from
L? to L, |L — L| denotes the Euclidean distance betwé&grand
L, andn(L, t) is background noise.

Due to the properties of the signalgt), the receiver can sepa-
rate the individual terms of this sum and extract the redaspread-
ing code phase, satellite ID, and data content using a eepfithe
used spreading code. Given the data and relative phasésotise
receiver can identify the time deldy.; — L|/c for each satellite
and from that infer the “ranges”

@)

=L - LI @)
With three known ranges; to known transmitter positions,
three equations (2) can be solved unambiguoushyfeunless all
three S; are located on a line). Since highly stable clocks (e.g.,
cesium oscillators) are costly and GPS receivers canntitipate
in two-way clock synchronization, in practicg, will have a clock
offsetd to the exact system time:= ¢° + §. With this, Eq. 1 can
be rewritten:
d/.
Lt%) = Aii(t——L—é) Lt 3

gl )Z ; +n(L,t%)  (@3)
where the receiver can only infer the “pseudorangBsfrom the
delaysd;/c + §:

2In civilian GPS, the signals are spread using publicly known
spreading codes. The codes used for military GPS are kepgtsec
they serve for signal hiding and authentication.
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Figure 1: A GPS receiver V' works by observing the signals
from a set of satellites. The relative delays of the signals; (t)
can be used to solve four equations which determine the 3-
dimensional position L and the time offsetd of the receiverV.

The clock offsety adds a fourth unknown scalar. With pseudo-
range measurements to at least four transmitterghe resulting
system of equations (4) can be solved for bpthndd, providing
both the exact position and time, without requiring a predixal
clock. GivenL? = (z7,y?, 27), L = (z,y, z), andA = ¢, we
can transform (4) into the following set of equations [1]:

( Y+ (y—90) + (2 — (Ri — A)? (5)

Geometrically, given &, eachS;’s equation translates into a sphere
with L7 being the center. The set of equations (5) is overdeter-
mined for more than four satellites and generally does nee¢ laa
unique solution foil, because of data noise. It can be solved by nu-
merical methods such as a least-mean-square approach toiew
method [1].

2.2 Related Work

In 2001, the Volpe report [8] identified that (malicious)arfer-
ence with the civilian GPS signal is a serious problem. Bigrt
with this report, practical spoofing attacks were discuseeskv-
eral publications. In [23], the authors use a WelNavigated Z25
satellite simulator mounted in a truck to attack a targegirer in
a second truck. The authors succeeded in taking over thiemsct
satellite lock by manually placing an antenna close to tle&nais
receiver. After the victim was locked onto the attackerignsi
the spoofing signal could be sent from a larger distance.edast
of using a GPS simulator, the authors of [7] create GPS smpofin
signals by decoding legitimate GPS signals and generaitimgr t
shifted copies which are then transmitted with higher enecog
overshadow the original signals; a similar approach is aksed
in [14]. This approach requires less expensive equipmerintro-
duces considerable delays between the legitimate and tudesh
signals. GPS spoofing attacks are discussed analyticalti/lin
showing that an attacker can manipulate the arrival timemibf
itary and civilian GPS signals by pulse-delaying or repiay(in-
dividual) navigation signals with a delay. We note that ¢éhisrno
unique attacker model used for spoofing attacks, and thuashe
sumptions on the attacker’s capabilities vary betweerethesks.

Given the lack of attacker models, the proposed countenmess
range from simple measures to constant monitoring of tharakla
In [8], consistency checks based on inertial sensors, agypphic
authentication, and discrimination based on signal sthertgne-
of-arrival, polarization, and angle-of-arrival are prepd. The au-
thors of [16, 17, 24] propose countermeasures based ontidgtec
the side effects of a (not seamless) hostile satellite-takkover,
e.g., by monitoring the local clock and Doppler shift of thg-s
nals. Kuhn proposes an asymmetric scheme in [11], basedeon th
delayed disclosure of the spreading code and timing infooma
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Figure 2: Basic attack scenario. (a) Visualization of the gep.
The victim uses a GPS-based localization system and is syn-
chronized to the legitimate satellites. (b) Abstract reprsenta-
tion of the scene. (c) The attacker starts sending own spoofin
and jamming signals. (d) The victim synchronizes to the at-
tacker’s signals.

In general, countermeasures that rely on modificationsefIRS
satellite signals or the infrastructure (such as [11] anthaepro-
posals in [8]) are unlikely to be implemented in the nearrfeidue

i-th attacker unit
physical coordinates od;
claimed coordinates of;
signal sent byA;

Si i-th satellite A;
L7 coordinates of;
Si signal sent bys;
V;  j-thvictim (receiver) s;

L;  GPS coordinates df; 62 time offset ofs{"

L, spoofed coordinates df; 0; GPS clock offset of/;

P;  physical coordinates df; 67 spoofed clock offset of/;
R}; Vj'scalculated PR tc; c signal propagation speed
R Vy's spoofed PR (byl;) A =8 c

Table 1: Summary of notations PR = pseudorange).

e.g. the one reported in [23]. In this scenario, a cargo t(tiok
victim), had a GPS unit that was housed in a tamper-proof cas-
ing and was sending cryptographically authenticated stgbdates
with a fixed rate to a monitoring center. The attacker planioed
steal the truck to get access to its loaded goods at a renaxte.pl
He got close to the victim and started transmitting forgeded)
signals in order to modify the location computed by the nezrei
(see Figure 2). In this setting, if the attacker can influetheelo-
calization process, he can make the victim report positiorthe
monitoring center that are unrelated to its actual phygoaition
and thus steal the truck without raising suspicion or reémgahe

to long procurement and deployment cycles. At the same time, i,ck’s real location.

countermeasures based on lock interrupts or signal jumpsotio
detect seamless satellite-lock takeovers.
Few publications [3, 12—14] present experimental data ereth

3.2 System Model

Our system consists of a set of legitimate GPS satellitesaand

fects seen by the victim during a spoofing attack. The authors gety of victims (see Table 1 for notations used). Each victim is
of [13] use a setup based on two antennas to measure the phasgqipped with a GPS receiver that can compute the curreitiqros

difference for each satellite to detect the lock takeo&irapd [14]
analyze the spoofing effect on the carrier and code level. alihe
thors of [12] present a device that prevents spoofing by rapnit
ing and potentially suppressing the received signals befmy are
processed by the GPS receiver.

All works above only consider attacks on single GPS recsiver

but not on groups of receivers. In addition, none of themsnve
tigated the requirements for successful attacks on pulfi§ &-
ceivers, such as required precision of the attacker’s sppaiig-

and time as described in Section 2. We assume that eacheeceiv
V; € V is able to receive wireless GPS signals, compute its po-
sition, and store its position/time-tuples. If several GB&eivers
belong to a common group (e.g., they are mounted on the same
vehicle), we assume that they can communicate to exchaege th
computed locations or are aware of the group’s (fixed) foionat

The GPS location of each individual victifry € V is given by
its coordinated.; € R® in space and the victim’s clock offséj
with respect to the GPS system titite We note that the computed

nals. Although we expect that more works on GPS spoofing and Gps coordinateg,; and clock offse; do not necessarily corre-

anti-spoofing countermeasures were performed in clasgifidd
tary) settings, they are not accessible to the public.

3. PROBLEM FORMULATION

In order to give an intuition of the problem, we present our mo

tivation and an exemplary use case. Subsequently we define ou
system and attacker models and formulate the GPS spoofibg pro

lem.

3.1 Motivation

The fundamental reasons why GPS spoofing works have been

discussed in the literature before, and spoofing attacke haen
demonstrated on single receivers experimentally. In tlugwve
show under which conditions the attacker can establish ¢ine ¢
rect parameters to launch a successful spoofing attack ormrone
more victims, and later in the experiments, how inaccusaaie
these parameters influence the lock takeover during thekaftdis
analysis enables us to identify which attacks are the@igtipos-
sible and which attacks would be noticeable as (potentizdiy-
malicious) signal loss at the GPS receivers. This is impoifiar
proposing effective receiver-based countermeasureghvane not
implemented yet in current standard GPS receivers.

Our work is further motivated by the real-life spoofing akisc

spond to the true (physical) coordinatBs € R* and time® We
define the local time oF; ast; = t° +4;,1.e.,0; < 0 refers to an
internal clock that lags behind. We uSeto denote the set of GPS
locations of the victims inV.

A GPS spoofing attack may manipulate a receiver’'s coordnate
in space and/or its local time. We denote a victim’s spoofsat-c
dinates byL’;, € R* and the spoofed time offset . We useL’
for the set of spoofed victim locations.

In our analysis in Section 4, we distinguish betwezvilian
GPS which uses the public C/A codes so that each satellite sig-
nal s; contains only public information, anahilitary GPS which
provides authentic, confidential signals using the sedx&bdes.

In the experimental evaluation in Section 5, we use a stsifjnal
generator for civilian GPS.

3.3 Attacker Model

GPS signals can be trivially spoofed under a Dolev-Yao il-|
attacker that is able to fully control the wireless traffic inyer-
cepting, injecting, modifying, replaying, delaying, ankbdking
messages without temporal constrafietsindividual receiverssee
Figure 3(b). If the attacker has full control over the inputeach
individual receiver antenna, he can send the signals aswbeid

*Typically, the difference, — P| is less than a few meters [21].
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Figure 3: Models of the attacker’'s antenna coverage. (a) The
attacker’s signals reach all victims (used in the analysisfahis
paper). (b) The attacker’s antennas each only reach one viich.
This requires the attacker to be in close proximity to the vi¢cims

if the distances between the receivers are small.
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be received at any IocatioIJ;. This would, however, require the

attacker to either be very close to each receiver or to usetibnal

antennas with narrow beam widths and shielding to prevetliie
signals intended for one victim are also received by anotietim;

in both cases, the number of required attacker antennagivbaul

linear in the number of

victims. In this work we

assume that the signals sent by the attacker are transmitied
lessly and that they will be received by all victims¥h see Fig-
ure 3(a).

The attacker controls a set of wireless transmitters thatame
move and position independently. We denote By € R® the
physical location of thé-th transmission unit of the attacker (ma-
nipulating the signals of satellit§;), and the set of all physical
attacker locations from where the attacker is transmithipgP*.

We assume that the attacker’s inherent, unwanted clocktdaéishe

GPS system time is negligifiand use’;* to capture the time shift

introduced by the attacker in the transmission of sigrfalwith

respect to the signal; and the system time®. For example, for

6{* = 10 ms, the attacker transmits the spoofed sigitahs after

the signals; was transmitted by satellit®; .

For our analysis, we assume that the attacker is aware of the
victims’ physical locations (the influence of errors in thtaekers
location estimates is evaluated in Section 5). We furtheotieby
|L¥ — P;| the physical distance between satelliteand victim
V;. Similarly, |P/* — P;| denotes the physical distance between
the attacker’s antenna &* and victimVj. Given this setting, we
distinguish the following two types of attacks:

Attacks on civilian (unauthenticated) GPS: The attacker can de-
lay signals or send them prematurely, i.&}, € R. He can
modify the content of received GPS signals or arbitrarily-ge
erate the spoofing signais' using the public GPS parame-
ters (e. g., by using a GPS signal generator). This is passibl
because civilian GPS signals are not authenticated—given
the right hardware, anyone can transmit his own GPS sig-
nals. Thus the attacker can also modify the claimed location
of the satellites:L* # L. We note that on standard GPS
receivers, the data content in the received GPS signalg is no
checked for plausibility or consistency [15].

Attacks on military (authenticated) GPS: The attacker is not able
to generate valid military GPS signals. All he can do is to
capture and relay existing signals, e. g. by separatingkgn
from different satellites using high-gain directionaleamas
and broadband transceivers (callgelective-Delayn [11]).
This means that the attacker can delay existing GPS signals
and amplify or attenuate them. He is restricteddy >

“The attacker can synchronize his time to legitimate GPSasign

|L¥ — PA| - ¢, i.e., signals can be delayed but not sent prior
to their reception. We note that neither the spreading codes
nor the data content of the signal need to be known to the
attacker for a successful selective-delay attack.

We note that these attacker models are very strong. Nelesthe
we consider them appropriate for our analysis because wetwan
make general statements that hold even under very strongttwo
case) attackers with sophisticated equipment.

3.4 Formulation of GPS Spoofing Problems

We first define GPS spoofing attacks and then present two GPS
spoofing problems for the attacker.

Definition 1 (GPS Spoofing Attack) Let a victimV' compute its
GPS location ad, and its GPS time asin the absence of an at-
tacker. In aGPS spoofing attackhe attacker sends spoofing sig-
nals to manipulate the victim's GPS-based location caltaies.
As a result,VV computes its location ag’ # L and/or time as
t' £t

Definition 1 can also be extended to groups of victims:

Definition 2 (GPS Group Spoofing Problem).et £’ be a set of
target locations for eaclv; € V and lett; € 7' denote the tar-
get time forV;. TheGPS Group Spoofing Probleisithe problem
of finding combinations of GPS signal§ (sent by the attacker),
transmission times* = ¢° + 7 (when the spoofing signals are
sent), and physical transmission locatioRg (from where the at-
tacker transmits) such that the location or time of edhe V is
spoofed according to Definition 1.

We note that the physical attacker locatid?é do not have to
correspond to the claimed satellite positidhd in the GPS mes-
sages (for civilian GPSL{* can even be chosen by the attacker).
As we will show in Section 4.2, the GPS spoofing problem for a
single victim has a trivial solution for any target location

In Section 4.3, we will analyze the necessary restrictionthe
spoofed locations such that the GPS Group Spoofing Problam ca
be solved. We therefore define a decisional version of the GPS
Group Spoofing Problem.

Definition 3 (Decisional GPS Group Spoofing Problenbet? be
the set of physical locations of the victims)in Let £’ and 7’
be defined according to Definition 2. Thecisional GPS Group
Spoofing Problem fo®, £’, 7" is the decision problem whether
there exists at least one set of attacker locatiéh$ from where
the attacker can send the spoofing signgltssuch that the location
or time of each victin¥; € V is spoofed according to Definition 1.

In practice, the GPS Group Spoofing Problems (Definitions 2
and 3) may be restricted in terms of attacker capabilities. e-
ample, the attacker may only be able to position his trarsions
antennas at a restricted set of physical locatiBys at a restricted
set of claimed satellite positionZ, or he may only be able to
send the spoofing signals at a restricted set of transmisisies
T4 (e.g., if he must receive legitimate signals before he cad se
the spoofing signals). In these cases, the GPS Group Spoofing
Problems can be modified to take the restricted attackerdapa
ties£2, P2, 7.4 as additional input and find solutions that fulfill
PAC P L Lt orTh C T

4. SOLVING GPS SPOOFING PROBLEMS

We now analyze how our attacker (as defined in Section 3.3) can
spoof the locations of one or more receivers. In this section
abstract away from implementation issues (such as takieg av
established lock to legitimate satellites, see Sectioari),assume
that there are no legitimate signals present on the channel.
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Figure 4: The GPS spoofing scenario for two victims in 2 di-
mensions. The attacker is impersonating a satellite with th
claimed (forged) location L, using an antenna positioned at
P#. The victims are two receivers with physical positions ai;
and P». For each signals?, the attacker ensures thatR:: and
R# match R!, and R.,, and therefore V; and V> compute their
locations asL; and L) with clock offsets 8 and 65. Here, b;12
and b}, are the differences of pseudoranges betweev, and
Va.

4.1 Construction of Pseudoranges

The attacker’s physical locatidi*, his transmission time offset
67, and the claimed satellite positiab?* all influence the loca-
tion L, as computed by a victini; (see Sections 2 and 3.2). By
setting his physical locatio®* and transmission offset*, the
attacker can influence the pseudorange computation at ¢timvi
The expected pseudorange that a victim at physical positjamill
compute based on the attacker’s sigsalis

R =|P;— P +6] ¢ (6)

To determine its location, each victim solves a system ofiequ
tions with the calculated pseudoranges (see Figure 4):

LG = L = Ry — A W)
Here, L are the (claimed) satellite coordinates$fextracted by
V; from the GPS messagg;;; is the pseudorange to satellifeas
calculated byV; based on the received signal, aAd = ¢} - cis
the time offset times propagation speed as calculated byidtim.

For each impersonated satellite, the attacker must serghalsi
s such that solving Equation 7 by the victim yields the target |
cationL; and the target time offset. This requiresk;; = R;
or:

g

®)

In attacks on civilian GPS, the attacker is free to choﬁ‘;‘b
64, andL?. This means that the system of equations (8) is under-
determined for a single victim. The attacker can fix two of the
variables to his liking and solve for the third.

When the attack targets a military GPS receiver, the attace
not change the data content of the messages and is restoced
which is greater than or equal to the transmission delay fitoen
satellite to the attacker. Hence, the claimed satellitatioa in the
message is the correct location of the legitimate satellitt =
L. In addition, the attacker is restricted by* > |P* — L7 |. We
can therefore rewrite Equation 8 as

|P; — P+ A = |1 — L + A

|P; — P+ [P — L7| < |Lj — L + A ©)
Or, using the triangle inequality
|P; — LY| < |L) — L + A, (10)

In the following, letb;;;. be the difference in pseudorangesitd
betweenV; andV, (see Equation 6):

bijk = Ry — R, = |P; — P'| — |P. — P (11)

Equally, we definey;;;, as the difference of pseudoranges of the

claimed satellite locatioi; and the spoofed victim locationss);
andL}, (see Figure 4):

bijk = Rij — Rig
= |L; — L = |Lk — L{| + A — A} (12)
4.2 Spoofing to One Location

Result 1. One or more receiver¥; € V can be spoofed to any
one locationZ’ using a single attacker antenna. Spoofing multiple
receivers to the same locatiab’ will generally lead to different
time offsetd’; at each victim.

The reason for this is that the time-differences of arriviaihe
individual satellite signals determine the location thetlereceiver
will compute. If the spoofed signals are all sent from the sam
attacker antenna, all victims will obtain the same timdedénces.

A detailed proof is given in Appendix A, along with a discussi
of the resulting time differences at the victims.

4.3 Spoofing to Multiple Locations

We next consider multiple receivers at distinct physicalalo
tions Py, ..., P, that the attacker tries to spoof to the locations

Y,..., L. Following Result 1, an attacker can spoof any number
of receivers in the transmission range to the same cooetidat
with differing d”. If the victims have a way of establishing (coarse)
relative distances, e. g., by estimating their respectistadces vi-
sually, or can detect their mutual time offsets, they are éblde-
tect such attacks. Therefore, we will now focus on attackshith
multiple victims are shifted to a set of new locations thasarve
their mutual distances and mutual time offsets.

As stated in Result 1, if the attacker is using only one tragsm
sion antenna, any possible placement of this antenna witl te
two victims computing their location to the same coordinaté,
with a small time synchronization error. Hence, the attacka-
not use only one antenna to shift the victims to differenatams.
We will now show that, using multiple antennas, the attader
spoof two victims to any locations while preserving theirtoal
time offsets, with certain restrictions on the time offsethe case
of military GPS receivers.

Result 2. Two receivers at the physical locatiodd # P, can
be spoofed to the locations; # L5 and time offsets], 5, if the
attacker is free to choose arfy* and L:*. For eachs?*, the pos-
sible transmission location®;* lie on one half of a two-sheeted
hyperboloid defined by}, L5, 51, 85, L, and Py, Ps.

In order to spoofi1, V2 to L), L, and A, Aj, the attacker must
send eachls; such that it arrives with the correct delay at the physi-
cal locations of the victims, i. €b;12 = b}y, Vsi. Asb;j, is defined
by P/* and, likewisep,,. is defined byL;*, the attacker can always
find combinations of?* and L that yield the correct pseudorange
(for attacks on civilian GPS). He can then use Equation 8 tbtfie

appropriate’?. O

In the case of military GPS, the attacker cannot change &imet
placements of the satellite&:* = L;. Hence b.;, is determined
by the selection ot} , L, andé’, §5. In this case, Equation 8 yields
one hyperboloid for eack with possible values oP/* ands:*.

We demonstrate this by giving a simple example: the victims
are located a?, = (1,0,0) and P. = (—1,0,0), the physical
distance between the victims|iB; — P»| = 2. The attacker wants
to spoof the two victims to the locatiods; = (0,0,0) andL5 =
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Figure 5: Hyperbolas of possible antenna placements for that-
tacker when impersonating a satellite for two victims (Exanple
for Result 2, in 2D). Each hyperbola represents possible ptz-
ments for an antennaP;’.

(0,2,0), both with time offset zeroA] = A5 = 0. The attacker
now (arbitrarily) choosed.{* = (—3,-2,0), L4 = (—2,0,0),
andL# = (—2,2,0) for the claimed satellite positions in the GPS
messages. This determines three hyperboloids relativg tand
P2 based Oﬂ)/112, b/212, andbé12.

Result 3. A necessary condition for a successful GPS group spoof-
ing attack is that'V;, Vi, Vs, b}y, < |Pj — Pi| .

In other words, the differends ;. of the perceived pseudoranges

of each signak;" at any two spoofed victim locations; and L;,
must be smaller than or equal to the distance between thesict
physical locations?; and P,. From Equation 11 and the triangle
inequality it follows thath; ;. < |P; — P|. Since it must hold that
bijr = bk, if b, > |Pj— Px| for anys;, then there is no possible
solution for the attacker’s placemeRt*. Thus we get

|Pj — Pu| > |Lj — L' — |Lj, — L' + A — A

as a necessary condition for a successful attack.

(13)
O

As we know from Result 2, for two victims, all possible an-
tenna placements for the attacker lie on a hyperboloid défiye
P;, L5, 8, and Li*. We will now extend this result to the case of
three and more victims. In the following, we assume #at <
|P; — Py|is fulfilled VV;, Vi, andVs;, i. e., it is physically possible
to spoof the locations of the receivers.

Result4. In a GPS group spoofing attack on three victimsVz, V3

to specific locations; and time offsets;, all possible attacker
placementsP; lie on the intersection of two hyperboloids defined
by bi12, bi1s-

This can be shown by constructing two hyperboloids using
andb}; 5 as in Result 2. Both hyperboloids yield the possible place-
ments of attacker’s antennas to achieve the correct psaugieifor
V1, Va or Vi, Vs, respectively. Each point on the intersection of the
two hyperboloids has a specifi¢' and is at the correct distance to
all three victims. Therefore, all points of this space cuave valid
P# to solve the group spoofing problem. a

We can extend our example from Result 2 by a third victim
placed atPs = (1, 5,0), which is spoofed td5 = (1, 1,0) with
d5 = 0. This reduces the possible locations from the hyperbolsid a
shown in Figure 6(a) to the intersection curve of the hypleids
constructed using;;, andb, 5, as shown in Figure 6(b).

Result5. In a GPS group spoofing attack on four victims . . ., V4
to specific locationd.; and time offsets;, there are at most two
possible placements f@?* to impersonate a satellite dt;*. These
are the intersection points of three hyperboloids defined’by,
b’lilSv ;14-

As previously, to show this, we consider each signalsepa-
rately. By computing}q,, bj13, bi14 (@ndbi1; = 0) according to
Equation 11 and settinfy;, = b;;;, we can construct three hyper-
boloids. Their intersection points are possible placemémt the
antennas of the attacker. As the intersection of two hypeiti®
yields a spaced curve, the intersection of three hypert®lisi an
intersection of this curve with a third hyperboloid, whidksults
in at most two points. We can also arrive at this number of-solu
tions by considering the system of four quadratic equathased
on Equation 7. These can be transformed into three lineaoaed
quadratic equation [1], defining the solutions for the lamatl#
and time offset;*. As the quadratic equation has at most two solu-
tions [1], and each of the linear equations has one uniqugiso)
there are at most two solutions for the attacker’s positiwhteans-
mission time. |

This result can also be observed in our example by adding a
fourth victim placed at?s = (10, 0,0), which is spoofed td.),
(—1,0,0) with §; = 0. The possible placements for the attacker’s
antenna is now the intersection of the previously obtainede:
with another hyperboloid, yielding two points only (Figl6e)).

Result 6. In a GPS group spoofing attack on five or more victims
Vi, ..., Va to specific locationd.’; and time offsetg, there is at
most one possible placement 8" to impersonate a satellite at
L. This is the intersection point af— 1 hyperboloids defined by

/ /
1129 - - '7bi1n'

This result directly continues our previous reasoning:Haided
victim adds another hyperboloid to the set of hyperboloidiscty
must intersect to yield a possible™. For five or more receivers,
the set of(n — 1) linear equations and one quadratic equation is
overdetermined, and therefore has at most one solution. O

From Result 5, we know that for military GPS receivers, there
are at most two solutions for a given combinatiorpf L}, 6%, and
LA = L7, For attacks on civilian GPS receivers, the attacker can
influence the position of the two solutions of the system afaeq
tions by changing the claimed satellite locatibft. We will now
give an intuition where these solutions are located for en&dion-

preserving GPS spoofing attack.

Result 7. When spoofing a group of GPS receivéis ..., V,
such that théormation(i. e., the mutual distances and relative time
offsets) is preserved, there is always at least one solutiotne
decisional group GPS spoofing problem.

One way to show this result is to use an affine transformation t
describe the relation between physical and spoofed latatbthe
receivers and senders. If the formation of the victims is@reed,
there exists a bijective affine augmented transformatiotrim@’
which describes this translation and rotation. Assumirg fhand
P are represented as augmented row vectors, we can thereftae w
T-L; = L. Then, the inverse transformati@h* applied toL#
will yield a possible antenna placemeff = 7' - L, because
all pseudorange®;; betweenL’, andL{* and the measured range
Ri; betweenP;* and P; will be the same (the transformation pre-
serves the Euclidean distance). a

As a consequence of Results 6 and 7, spoofing five or more re-
ceivers while retaining their formation has exactly oneisoh, an
affine transformation of the claimed satellite positiofi.

Summary of results Table 2 gives an overview of sets of possible
positionsP;* for the attacker's antenna depending on the number
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Figure 6: Visualization of possible attacker placements. & (a) two victims, all points on the hyperboloid are viable lutions; for (b)
three victims the solutions lie on a curve (red/white intergction); and (c) for four victims only two points are viable lutions (white
dots).

Simulation PC

Spoofing to Spoofing to multiple Control laptop
one location locations (preserved formation) GSS7700
n Civ. & Mil. GPS  Civilian GPS Military GPS
1 P eR? - -
2 P eR? set of hyperboloids  one hyperboloid e
3 PA e R? set of intersections intersection of IGPS signals >
of two hyperboloids  two hyperboloids
4 PA e R? set of 2 points 2 points
>5 PreR3 set of points 1 point Figure 7: The experimental setup.

Table 2: Summary of results for the number of possible at-

tacker locations P;* for n victims. from that satellite. The satellite lock makes spoofing &sdwarder
since a spoofing signal is likely to be misaligned (in phasaider
shift, or data content) to the legitimate signal. When thacker’'s
signal is turned on, this momentary interruption in the dha
from that satellite could cause the victim to be temporauitgable
to compute his position. Therefore, we now investigate hiogv t
attacker can take over the victim’s lock with the victim logithe
ability to calculate its position, even for a moment.

In Section 3 we assumed a strong attacker, who is always@ble t
generate signals with perfect timing and power level, and hdis
perfect knowledge of his own and the victim’s position. Inraqgti-
cal attack, many of these assumptions might be invalid. WWeect
experiments to evaluate the influence of such imperfecti®@es
cause we do not change the claimed location of the sataillitieei
data sent by the attacker, all discussed imperfectionsldzqply
equally for military and public GPS receivers.

of victims and on the target locations: spoofing all receivterone
location or each victim to a different location with a pressat for-
mation. The results are shown for civilian and military GR1y:

perboloid’ refers to half of a two-sheeted hyperboloid. Ha table
we assume that the condition of Result 3 holds.

The results in Table 2 show that there are no restriction$ien t
attacker’s position for spoofing any number of victims to dme
cation (P € R®). With an increasing number of victims and a
constant formation, the attacker is getting more and mateiceed
in terms of his antenna placement. For civilian GPS, thecltta
has more degrees of freedom because he can select clairss] (fa
satellite locationd.#* and thus influence the hyperboloid, intersec-
tion of hyperboloids, etc., whereas these are fixed for aniGPS
(i. e., there is only one specific hyperboloid of attackerifpmss for

each transmitted signal per pair of victims). 51 Experimental Setup and Procedure

5. EXPERIMENTS ON SATELLITE-LOCK _ In our experiments, the spoofing s_,ignals an_d the legitimd&& G
signals are sent over a cable to eliminate the influence dfains-
TAKEOVER mission channel. This enables us to measure the uniquernnéiue
A GPS spoofing attack in the presence of legitimate GPS gatell  of the parameters of interest while disregarding channdl aam
signals requires the attacker to make the victim stop rewpisig- tenna noise. These results therefore show the minimalgioecof
nals from the legitimate satellites and start receivingatiacker’s the signal parameters required for a successful attack oramet
signals. If this takeover is noticed by the victim, e. g. hessathe platform.
victim suddenly loses contact to previously seen satsllitecan We conduct the lock takeover attacks using a Spirent GSS7700
detect the spoofing attack. While the victim might lose conta  GPS simulator (see Figure 7). The GPS signal simulator isd& ha
due to random noise or environmental changes, the attaddaity ware device that generates GPS signals and is controlledlbglia

should take over without being noticed. We say that the vecei  cated simulation PC running the SimGen simulation softvpak-
has dock on a specific transmitter when it is already receiving data age [20]. The GSS7700 GPS simulator generates two independe
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spoofing signal is switched on at = 60s. (d) Average error over the

GPS constellations with up to 16 satellites in each. Onetebns
lation is simulating the signals from the legitimate GP Sbiats,
and the other is simulating the attacker’s signals. Bothnaired
together and sent to the GPS receiver via a wired connecTibae.
GPS receiver in our experiments is an Antaris evaluatiofiti-
blox, containing the ATR0600 GPS chip from Atmel.

At the start of each experiment, we send only the legitim®&G
signals for a static location. We reset the GPS receiver teersare
all experiments are independent and no internal state isfikamp
a previous experiment. After about 30 seconds the GPS mceiv
will lock on to enough satellites to be able to calculate alstpo-
sition. This position is the legitimate positidnand the goal of the
attacker is now to move the victim to a new locatibhsuch that (i)
the victim is continuously able to compute its position (i§ no-
ticeable discontinuities in the location are reported tey\tietim’s
receiver.

The attack then consists of two phases: first, the attackelsse
signals which are supposed to match the legitimate sa®lkig-
nals at the location of the victim. These are generated bythe
tacker by approximating the current location of the victi® .+,
and constructing signals with time delays and data contamtoa
priate for that location (see Section 4.1). This first phasésl for
one minute to allow the victim to lock on to the new signals. In
the second phase, the attacker start to move the spoofetibloca
towards the final locatiod.’, imitating an acceleration of 0.5mils
After 3 minutes, the final location is reached. If this finatdtion
is not remotely close td.’ (height difference<150m, horizontal
distance<1km), we consider the takeover failed.

We vary the distance between the victim’s true locatioand
its initial location as assumed by the attacler,;: as one of the
parameters in the experiments. We refer to this distanckeds-t
cation offsetlinit = |L — Linst|. The other parameters we investi-

measurement as a function of theme offset.

gate areelative signal powerrelative time offseandconstant time
offset For each parameter value, five experiments were run.

We say that the lock takeover was successful if at the endeof th
experiment the victim’s final location is close fd. If the victim
is close toL’ but was close unable to compute a valid position for
more than one second during the lock takeover, we consia@er th
attack a partial success and use the number of seconds thme vic
was not able to calculate a valid position as an error metric.

5.2 Results of the Experiments

Relative signal power of the spoofing signalln this experiment,
ideal spoofing signals are sent, but the power of the spoofing s
nals is varied betweenr2dB and-+8dB relative to the legitimate
signals.

Figure 8(a) shows the effect of using spoofing signals thes ha
the same power as the legitimate signals. In this figtwenarks
the time at which the spoofing signals are turned on iandhe
time when the spoofed location starts to move away filomy;:.
The errors in longitude, latitude, and height are shown reeply
and are measured between the location as reported by theerece
and the one sent by the simulator. Although the victim reptive
spoofed location for some time, it switches back tafter170s of
the experiment, which causes the growing error in longitude

Figure 8(b) shows the error in meters between the position re
ported by the GPS receiver and the location sent by the aitaak
a function of the relative power of the attacker’s signalse Error
bars show the standard deviation for the error value ovefiviee
experimental runs. The gray bars indicate the ratio of expmts
in which the receiver was unable to determine its positiorngdu
the experiment. We use this as a metric to evaluate the smesgh
of the lock takeover. If the receiver reported a locationfevaway
from L', we count this run as failed takeover. Blue bars in the figure
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Figure 9: (a-b) Example of effects of spoofing signals with kmation
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offset. (a) Example with 340m offset. During the takever, the

location is unstable. The spoofing signal is switched on a@t= 60s. (b) Average error over the measurement as a function of the
location offset. (c-d) Example of effects of spoofing signalwith inconsistent time offset for half of the satellites. ¢) With a 140ns
time offset between the attacker’s satellites, the takeovéeads to an unstable lock. The spoofing signal is switched aat ¢t = 60s. (d)
Average error over the measurement as a function of the time elay mismatch.

denote the ratio of attempts in which the GPS receiver wablana
to compute a valid location.

It can be seen that for at least 2dB more power, the receiver co
sistently locks onto the spoofing signals without any offsstur-
ring. 2dB of power is sufficiently low to not be detected by gow
based spoofing-countermeasures in practice.

Constant time offset influence:The second question we investi-
gate is the effect of a general delay on all signals sent bgttaeker
relative to the legitimate signals. Such time delays camioi¢he
attacker’'s system setup is not perfectly compensatingri@rmal
delays, the distance to the victim is unknown or the systerokcl
of the attacker is not synchronized perfectly to the clockhefle-
gitimate GPS satellites. The interesting question is ihsugeneral
time offset will result in detectable errors in the victinm&sported
position, and if such a time offset will increase the chantthe
victim losing lock completely during the takeover. To eakithe
influence of a constant time offset, we run the tests with tiffie
sets between Ons and 240ns. We plot the location error betwee
the attacker’s intended location and the actual locatiponted by
the victim an example run in Figure 8(c). The effects are isbeist
over several runs with the same parameters, but can vary alot
with these parameters.

In Figure 8(d), we show the general relation between theaaeer
errors during the measurement as a function of the timetdifse
the first 120ns. After this time, lock takeover was not wogkin
consistently any more.

Location offset influence: In this series of experiments we deter-
mine the influence of an offset;,.,: between the position of the
victim as determined from the legitimate satellifeand the spoof-
ing signals sent by the attackér,;:. We evaluate the influence of
such a location offset for values between 0 and 450m. Silyilar

to the time offset, this location offset can lead to a rekdiiarge
error during the lock takeover. An example with offset of 843
given in Figure 9(a).

In Figure 9(b), we show the average error as a function ofdhe |
cation offset. Regardless of the intermediate errors, teedly the
victim always synchronizes to the attacker’s signals iroall ex-
periments. This shows that the initial position is not vespstive
to small errors. If an attacker knows the location of hisiwicto
within about 100 meters, he can perform a smooth takeovapwit
the victim losing lock. There will of course be a detectablap in
position fromL to L;,:;+ when the attackers signal is turned on but
the victim will not lose lock with any satellite.

Relative time offset influence:In the case where the attacker has

access to more than one transmission antenna, he can send the

spoofing signals using two or more omnidirectional anter{eas
Section 4). Depending on the relative position of the irdinal an-
tennas, the victim will receive the spoofing signals witHetiént
time delays. Relative time offsets of the signals can alscaosed

by inaccuracies in the delay setup in the case of military GBS
nals. In this experiment, we evaluate the consequencesvafca
half of the spoofed satellite signals shifted by a fixed amain
time relative to the other half of the signals. In Figure 9fgk
show an example run with a time delay mismatch of 140ns. The
results for all tested values are presented in Figure 9(d).

5.3 Discussion on Practical Issues in Spoofing
Attacks

Because our experiments are based on a single GPS receiver,

we do not attempt to make precise general statements ab®ut th
parameter values that are necessary to perform a seankesséda
of any platform. Instead we point out that ranges with acaslpt



Parameter value required
for successful spoofing @
Relative signal power > +2dB @
Constant time offset < 75ns o 8
Location offset < 500N e
Relative time offset < 80ns & ©
—~4
=3
Table 3: Required parameter ranges for seamless lock-takeer = g
in a GPS spoofing attack in our experiments. %
<
= 4 A e
values exist and we present the values for our receiver iteTab — Pli 7 t - -
According to our experiments, the constéinte offsetis sensi- ysical SeLiing Setting as perceived
(attacker’s view) by receivers

tive to variation and should be less than 75ns. Anything ntize@
that will cause the GPS receiver to lose lock when the sposfing

nal is turned on. A value of 75ns roughly corresponds to adist
of 22.5m, meaning that the attacker must know the distarara fr

himself to the victim with an accuracy of 22.5m (or better) — a

higher offset will cause the victim to lose lock due to thensig
(chip phase) misalignment. We found that thiial location off-

Figure 10: Proposed countermeasures: For an attacker with a
single antenna, the two-receiver countermeasure is enoughf
the attacker uses multiple antennas, four (or more) receive
severely restrict the attacker’'s antenna placements. Wrog an-
tenna placements will change the distances of the receiveasd

setwill cause a noticeable jump of the victim's reported pasiti  can thus be detected.

during the attack. Large offsets could therefore be deteoyethe
victim by monitoring its position. Any change in ttarival time
of the signal from different antennas will directly impaketposi-
tion calculated by the victim. If the relative time offsettg@bove
80ns the signals are sufficiently misaligned to cause theivecto
lose lock. This means that, if an attacker has multiple ar@ephe
must precisely know the distance from each antenna to thekaitt
in order to be able to spoof a desired location.

ducting such an attack is very difficult. It becomes even issjide
if the victim can hide the exact positioning of at least oneSGe-
ceiver from the attacker (e. g., by keeping it mobile on theicle)
such that the attacker cannot adapt to its position.

In summary, our countermeasure requires no modifications of
the GPS signal, the satellite infrastructure, or the GP8&iveg it is
resistant against a wide range of attackers, and it can Heyaepb
using multiple standard GPS receivers.

Outlook: Further possible applications are not restricted to mobile
scenarios with a fixed formation (such as in the cargo shipnexa

6. GPS SPOOFING COUNTERMEASURE

Spoofing detection based on lock loss has two disadvantéiyes:
strong attackers can achieve a seamless satellite-loektak and ple above). The countermeasure can also be applied (i) thdine
(ii) lock loss can occur due to natural causes (e.g. sigrss Io static (i. ., immobile) settings where GPS is used for tiymesro-
a tunnel). We propose a countermeasure against GPS spotfing a hization and (i) to mobile settings with varying format®ge. g.,
tacks that doesot rely on the signal analysis or on the lock loss mobile formation of cars, robots, etc.). In the latter cabe,de-
of signal. Instead, our mechanism is based on our insighBeof vices can apply additional ranging techniques to identigirtfor-
tion 4 and relies on the use of several GPS receivers. TheSe GP mation and use it in the sanity check with the calculated GR&-|
receivers can be deployed in a static, known formation,, ¢hgy tions (as long as the ranging techniques are sei& ¢, 10, 18]).
are fixed on the deck of a cargo ship (see Figure 10). The basic We leave the elaboration of these ideas for future work.
idea of the countermeasure is the following: If the GPS rexsi
can exchange their individual GPS locations, they can ctidie&ir
calculated locations preserve their physical formatioith(w cer- 7. CONCLUSION
tain error bounds). In the case that the calculated GPSémsatio In this paper, we analyzed the requirements for succes$d G
not match the known formation, an attack must be suspectéd an spoofing attacks on individuals and groups of victims withligin
there should be a warning message. For the exchange ofgmesiti  or military GPS receivers. In particular, we identified frevhich
ing information, the victim could also resort to wired contiens if locations and with which precision the attacker needs tegega
available (which would be resistant against spoofing andrjerg its signals in order to successfully spoof the receivers.
attacks). For example, we show how spoofing a group of victims can only

Even if only two GPS receivers are used, this countermeasure be achieved from a restricted set of locations, if the attaakns to
can detect any attacker that is only using a single antenns.. A preserve the mutual distances and time offsets of the véctifvith
shown in Result 1, in case of a single-antenna attack both GPSgrowing size of the group of victims, less spoofing locatiendme
receivers would report the same location (with small tinfeadt). available, until only single points remain for 5 victims oora. In

As shown in Results 4-6, a strong attacker using multiple an- addition, we discussed the practical aspects of seamléslitea
tennas could attempt to send signals such that the mutdahdis lock takeover. We used a GPS signal generator to perform a set
between multiple receivers are preserved. Neverthelash, aldi- of experiments in which we investigated the required piegisf
tional receiver of the victim makes these spoofing attackeed- the attacker's spoofing signals. Besides demonstratingfteets
ingly more difficult because the space of possible antenaeepl of such lock takeovers on the victim, our results includeimai
ments for the attacker gets reduced significantly (see Byblerom bounds for critical parameters to allow a seamless takeafvear
Results 6 and 7 we know that there exists only one location per target platform. Finally, we proposed a technique for thectéon
satellite where the attacker can place his antenna; thagitocis of spoofing based on a group of standard GPS receivers (withou
the rotated and translated satellite position of the GP&asigon- specific spoofing detection measures) in a static formation.
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spoofed messages are the same. For the victim to be able to com
pute its location, it must hold that;* £ Lt £ .. ..
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Result 1 shows that an attacker can make a group of victims be- satellites are enlarged (i. e.,|if, — LY| > |P1 — LF| ¥S;), the

lieve to be at a specific location by sending one set of stelig-

nals from the same antenna. All victims will believe to belst t
same locationl’, but with different time offsets. The additional

time offsetd’; — &;, between victiml; andV, introduced by the at-
J J

tacker is bounded by their mutual distaniée—d;,| < M and
is typically on the order of nanoseconds for victims a feweret
apart.

In attacks ommilitary GPS, Equation 10 shows an interestin
relation between the resulting time offset of the main wici; and
the distance between the spoofed location and each satdflit;
is chosen such that] — L7 | < | Py — L | for any.S;, then the time

g

time offset of the victim can be made negative (causing thémi
to advance its clock). The minimal value &fis determined by

A} > max(|P1 — L7| — |L} — L7)). (16)

As the attacker can always delay the signals, he can ailyitiatay
the victims clock also in military GPS.
One direct conclusion for military GPS is that it is not pbdsi
to advance the victim’s clock while retaining the originatétion
L) = Li. The clock offsets of other victimsz, . .., V,, relative
to the first victim as expressed in Equation 15 remain the same
for attacks on military GPS if all signals are sent from thensa

offset 7 at the victim must be positive. On the other hand, since locationP{* = P = .. ..

1 is the same for all satellites, only if the distances frbinto all
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